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Abstract. In 1992,Dwork andNaor proposedthat e-mail messagesbe accompaniedby easy-to-checkproofsof
computationaleffort in orderto discouragejunk e-mail,now known asspam.They proposedspeci�c CPU-bound
functionsfor this purpose.Burrows suggestedthat,sincememoryaccessspeedsvary acrossmachinesmuchless
than do CPU speeds,memory-boundfunctionsmay behave moreequitablythan CPU-boundfunctions;this ap-
proachwas�rst exploredby Abadi,Burrows,Manasse,andWobber[8].
We furtherinvestigatethis intriguing proposal.Speci�cally, we

1. Providea formalmodelof computationanda statementof theproblem;
2. Provideanabstractfunctionandprove anasymptoticallytight amortizedlower boundon thenumberof mem-

ory accessesrequiredto computean acceptableproof of effort; speci�cally, we prove that, on average,the
senderof a messagemustperformmany unrelatedaccessesto memory, while thereceiver, in orderto verify
thework, hasto performsigni�cantly fewer accesses;

3. Proposea concreteinstantiationof our abstractfunction,inspiredby theRC4streamcipher;
4. Describetechniquesto permitthereceiver to verify thecomputationwith no memoryaccesses;
5. Give experimentalresultsshowing thatour concretememory-boundfunction is only aboutfour timesslower

on a 233MHz settopbox thanon a 3.06GHz workstation,andthatspeedupof thefunction is limited evenif
anadversaryknows theaccesssequenceandusesoptimaloff-line cachereplacement.

1 Intr oduction

Unsolicitedcommerciale-mail,or spam,is morethanjust anannoyance.At two to threebillion daily spamsworld-
wide,or closeto 50%of all e-mail,spamincurshugeinfrastructurecosts,interfereswith workerproductivity, devalues
theinternet,andis ruininge-mail.

This paperfocuseson thecomputationalapproachto �ghting spam,and,moregenerally, to combatingdenialof
serviceattacks,initiatedby Dwork andNaor[13] (alsodiscussedby backBack;see [20,11]). Thebasicideais:

“If I don't know youandyouwantto sendmeamessage,thenyoumustprovethatyouspent,say, tenseconds
of CPUtime, just for meandjust for this message.”

The “proof of effort” is cryptographicin �a vor; as explainedbelow, it is a moderatelyhard to compute(but very
easyto check)functionof themessage,the recipient's address,anda few otherparameters.Dwork andNaorcalled
sucha function a pricing functionbecausethe proposalis fundamentallyan economicone:machinesthat currently
sendhundredsof thousandsof spammessageseachday, could,at the10-secondprice,sendonly eight thousand.To
maintainthecurrent2-3 billion daily messages,thespammerswould require250,000–375,000machines.

CPU-boundpricing functionssuffer from a possiblemismatchin processingspeedsamongdifferenttypesof ma-
chines(desktopsvs.servers),andin particularbetweenold machinesandthepresumednew, topof theline, machines
thatcouldbeusedby a high-techspamservice.In orderto remedythesedisparities,Burrowsproposedanalternative
computationalapproach,�rst exploredin [8], basedon memorylatency. His creative suggestionis to designa pric-
ing functionrequiringa moderatelylargenumberof scatteredmemoryaccesses.Sincememorylatenciesvary much
lessacrossmachinesthando clock speeds,memory-boundfunctionsshouldprove moreequitablethanCPU-bound
functions.
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Our Contributions. In thecurrentpaperweexploreBurrows' suggestion.After reviewing thecomputationalapproach
(Section2) andformalizingtheproblem(Section3),wenotethattheknowntime/spacetradeoffs for invertingone-way
functions[23,16] (wherespacenow refersto cache)constrainthefunctionsproposedin [8] (Section4).Weproposean
abstractfunction,usingrandomoracles,andgivea lowerboundontheamortizedcomplexity of computinganaccept-
ableproofof effort (Section5)3. Wesuggestaveryef�cient concreteimplementationof theabstractfunction,inspired
by theRC4streamcipher(Section6).Wepresentexperimentalresultsshowing thatourconcretememory-boundfunc-
tion is only aboutfour timesslower on a 233MHz settopbox thanon 3.06GHz workstation,and,interestingly, that
speedupof the function is limited even if an adversaryknows the accesssequenceandusesoptimal off-line cache
replacement(Section7). Finally, we modify our concreteproposalto freethereceiver from having to make memory
accesses,with thegoalof allowing small-memorydevicesto beprotectedby ourcomputationalanti-spamprotocol.

2 Review of the Computational Approach

In orderto sendamessagem, softwareoperatingonbehalfof thesendercomputesaproofof computationaleffort z =
f (m; sender; r eceiver; date) for a moderatelyhardto compute“pricing” function f . Themessagem is transmitted
togetherwith theotherargumentsto f andtheresultingproofof effort z4. Softwareoperatingonbehalfof thereceiver
checksthattheproofof effort hasbeenproperlycomputed;amissingproofcanresultin someuser-prespeci�edaction,
suchasplacingthemessagein a specialfolder, markingit asspam,subjectingit to further�ltering, andsoon.Proof
computationandveri�cation shouldbeperformedautomaticallyandin thebackground,sothatthetypicalusere-mail
experienceis unchanged.

Thefunctionf is chosensothat

1. f is notamenableto amortization;in particular, computingf (m; sender; Al ice; date) doesnothelpin computing
f (m; sender; B ob;date). This is key to �ghting spam:thefunctionmustberecomputedfor eachrecipient(and
for any otherchangeof parameters).

2. Thereis a“hardness”parameterto varythecostof computingf , allowing it to grow asnecessaryto accommodate
Moore'sLaw.

3. Thereis an importantdifferencein the costsof computingf andof checkingf : thecostof sendinga message
shouldgrow muchmorequickly asa function of the hardnessparameterthanthecostof checkingthat a proof
of effort is correct. This allows us to keepveri�cation very cheap,ensuringthat the ability to wagea denial
of serviceattackagainsta receiver is not exacerbatedby the spam-�ghting tool. In addition, if veri�cation is
suf�ciently cheap,thenit canbecarriedoutby thereceiver'smail (SMTP)server.

Remark1. With theright architecture,thecomputationalapproachpermitssingle-passsend-and-forgete-mail:To the
sender, single-passsender-and-forgetmeansthatthestandarde-mailexperience– includingtheroutingof thee-mail
message– is unchanged:thesenderneedonly composethemessage,performthecomputation,andmail theresults;it
is notnecessaryto haveround-tripcommunicationwith athird-partyserver(whichmayor maynotbeaccessible);it is
notnecessaryto haveround-tripcommunicationwith thereceiveror aserveractingonthereceiver'sbehalf.Whenthe
sendersendsthemessage,heknowsit will bereceivedif thereceivercheckshermail (at least,to theextentthatthis is
known in e-mailtoday).To thereceiver, single-passsend-and-forgetmeansthatoncethemessagehasarrivedtheproof
of effort canbecheckedimmediately, with a local computation,andthemessagecanbehandledaccordingly, again
withoutcontactingaserverwhichmayor maynotcurrentlybeaccessible,andwithout furthercontactwith thesender.
Nothing needsto be storedpending(possible)future action on the part of the sender. To the Internet,single-pass
send-and-forgetmeansnoadditionalloadon thesystem.

In otherwords,single-passsend-and-forgetmeansthate-mail, thekiller applicationof the Internet,is minimally
disturbed.

Remark2. We brie�y remarkon our useof thedateasanargumentto thepricing function.Thereceiver temporarily
storesvalid proofsof effort. The dateis usedto control theamountof storageneeded.Whena new proof of effort,

3 Noneof [13,20,11,8] obtainsa lower bound.
4 Having m asan argumentto the function introducessomepracticaldif�culties in real mail systems.Onecaninsteadusethe

following threearguments:receiver's e-mail address,date,anda nonce.However, the intuition is moreclearif we includethe
message.



togetherwith its parameters,is received,one�rst checksthedate:if thedateis, say, overaweekold, thentheproof is
rejected.Otherwise,thereceiverchecksthesavedproofsof effort to seeif thenewly receivedproof is amongthem.If
so,thenthereceiver rejectsthemessageasaduplicate.Otherwise,theproof is checkedfor validity.

In [13], f is aforgedsignaturein acarefulweakeningof theFiat-Shamirsignaturescheme.Back'sproposal,called
HashCash, is basedon�nding hashcollisions.It is currentlyusedto controlaccessto bulletin boards[20]; veri�cation
is particularlysimplein this scheme.

3 Computational Model and Statementof the Problem

Thefocusonmemory-boundfunctionsrequiresspeci�cationof certaindetailsof acomputationalmodelnotcommon
in the theoryliterature.For example,in real contemporaryhardwarethereis (at least)two kinds of space:ordinary
memory(thevastmajority) andcache– a smallamountof storageon thesameintegratedcircuit chip asthecentral
processingunit5. Cachecanbeaccessedroughly100timesmorequickly thanordinarymemory, sothecomputational
modelneedsto differentiateaccordingly. In addition,whenadesiredvalueis not in cache(acachemiss), andanaccess
to memoryis made,a small block of adjacentwords(a cache line), is broughtinto the cachesimultaneously. So in
somesensevaluesnearbythedesiredonearebroughtinto cache“for free”. Our modelis anabstractionthat re�ects
theseconsiderations,amongothers.

Whenarguing the securityof a cryptographicschemeonemustspecify two things: the power of the adversary
andwhat it meansfor theadversaryto have succeededin breakingthescheme.In our casede�ning theadversary's
power is tricky, sincewe have to considermany possiblearchitectures.Nevertheless,for concretenesswe assumethe
adversaryis limited to a “standardarchitecture”asfollows:

1. Thereis a largememory, partitionedinto m blocks(alsocalledcachelines)of bbits each;
2. The adversary's cacheis small comparedto the memory. The cachecontainsat mosts (for “space”)words; a

cacheline typically containsa smallnumber(for example,16) of words;
3. Although the memoryis large comparedto the cache,we assumethat m is still only polynomial in the largest

feasiblecachesizes;
4. Eachwordcontainsw bits (commonly, w = 32);
5. To accessa locationin thememory, if a copy is not alreadyin thecache(a cachemiss), thecontentsof theblock

containingthatlocationmustbebroughtinto thecache– a fetch; sinceeverycachemissresultsin a fetch,weuse
thesetermsinterchangeably;

6. We chargeoneunit for eachfetch of a memoryblock. Thus,if two adjacentblocksarebroughtinto cache,we
chargetwo units(thereis nodiscountfor proximity at theblock level).

7. Computationondatain thecacheis essentiallyfree. By not (signi�cantly) chargingtheadversaryfor thiscompu-
tation,weareincreasingthepowerof theadversary;this strengthensthelowerbound.

Thus,thechallengeis to designa pricing functionf asdescribedin Section2, togetherwith algorithmsfor com-
putingandcheckingf , in which thecostsof thealgorithmsaremeasuredin termsof memoryfetchesandthe“real”
time to computef oncurrentlyavailablehardwareis, say, about10seconds(in fact,f maybeparameterized,andthe
parameterstunedto obtainawide rangeof targetcomputationtimes).

Theadversary'sgoal is to maximizeits productionof (message,proof of computationaleffort) pairswhile mini-
mizing thenumberof cachemissesincurred.Theadversaryis consideredto havewonif it hasastrategy thatproduces
many (message,proof)pairswith anamortizednumberof fetches(permessageplusproof)which is substantiallyless
thantheexpectednumberof fetchesfor asinglecomputationobtainedin theanalysisof thealgorithm.Wedonotcare
if themessagesaresensicalor not.

We remarkthat it may be possibleto defeata memory-boundfunction with speci�c parametersby building a
special-purposearchitecture,suchasa processorwith a huge,fast,on-chipcache.However, sincethecomputational
approachto �ghting spamis essentiallyaneconomicone,it is importantto considerthecostof designingandbuilding
thenew architecture.Theseissuesarebeyondthescopeof thispaper.

5 In fact,therearemultiple levelsof cache;Level 1 is on thechip.



4 Simple Suggestionsand Small-SpaceCryptanalyses

In thefull paperwe show thatpricing functionsbasedon thefollowing two problemscanbecomputedwith very few
memoryaccess,andhencedonot solveour problem:

Meetin theMiddle. Thesendersolvesapartially speci�edinstanceof doubleencryption:
Input.Two64-bit stringsx andy and56� k bits for each of twokeysK 1 andK 2 (k is a hardnessparameter).
Output.56-bit keysK 1 andK 2 such thatEK 2 (EK 1 (x)) = y. Here, E is anykeyedencryptionscheme, such asDES.

SubsetSum.Thesendersolvesaninstanceof subsetsum:
Input.Random2k-bit numbersa1; : : : ; a2k andinteger targetT .
Output.SubsetS � f 1; : : : ; 2kg such that

P
i 2 S ai = T mod 22k .

In theseproceedingswecon�ne our attentionto theproposalin [8], describednext.

Easy-to-ComputeFunctions. Thesefunctionsareessentiallyiteratesof a singlebasic“random-looking”functiong.
They vary in theirchoiceof basicfunction.Thebasicfunctionhasthepropertythatasinglefunctioninversionis more
expensivethana memorylook-up.

Let n and` beparametersandlet g : f 0; 1gn � ! f 0; 1gn . Let g0 bethe identity functionandfor i = 1 : : : `, let
thefunctiongi (x) = g(gi � 1(x)) � i .
Input.y = g` (x) for somex 2 f 0; 1gn and� , a hashof thestringof valuesx; g1(x); : : : ; g` (x).
Output.x0 2 g� 1

` (y) such that thestringx0; g1(x0); : : : ; g` (x0) hashesto � .
The hopeis that the bestway to resolve the challengeis to build a table for g� 1 and to work backwardsfrom y,
exploringthetreeof pre-images6. Sinceforwardcomputationof g is assumedto bequiteeasy, constructingtheinverse
tableshouldrequirevery little total timecomparedto thememoryaccessesneededto carryout theproofof effort.

Thenumberof possiblepreimagesfor anelementin therangeof g` is fairly large(ontheorderof `). Intuitively, the
sendermustsearchthroughmany of thesepossiblepreimagesin orderto �nd onethatyieldsa paththathashesto � .
Thetotal sizeof thetreeof pre-imagesis on theorderof � (`2), soin thebestcase(for thememory-boundapproach)
therequirednumberof cachemisseswould alsobe� (`2). In contrast,veri�cation would requireno memoryaccess,
and` forwardcomputationsof g.

Thelimitationof thisapproachis that,sinceg canbecomputed(in theforwarddirection)with nomemoryaccesses,
thereis a time/spacetradeoff for inverting g in which no memoryaccessesare performed.Generaltime-memory
tradeoffs to invertone-way functionswere�rst exploredby Hellman[23], andtheapproachwasmademorerigorous
by Fiat andNaor[16]. Let T bethetime it will take theschemeinvert g, andlet S bethememoryavailableto carry
out theinversion.In thesettingof memory-boundfunctions,theamountof memoryS would bethesizeof thecache
(we aretrying to provewe don't needto go to mainmemory, sowe areinterestedin whatcanbedonewhentheonly
spaceavailablefor thecomputationis thecache).

Let cpug be thenumberof CPUcyclesneededto carryout a forwardcomputationof g: that is, thecomputation
g(x) requiresatmostcpug CPUcycles.Let N = 2n bethesizeof thedomainof g. Thetradeoff is:

T � S2 = O(N 2)cpug

afterpreprocessing(which is purelyCPU-bound)7.
For theparametersin [8] we have, roughly, N = S=2, sofor thosefunctionsan inversioncanbecomputedwith

aboutfour forwardcomputationsof g, without no memoryfetches.Thus,in orderto make tablelookup“preferable”
to inversionvia thetrade-off, cpug cannotbetoosmall:otherwise,it would befasterto circumventthetablelookups,
andresolvingthecomputationalchallengewould becomeCPU-bound.

As clockspeedsincrease,it will benecessaryto modify g sothatit remainsfasterto invertg via tablelookupsthan
via the time-spacetradeoff. Thus,theclassof functionsproposedin [8] is ultimatelyCPU-boundaswell. However,

6 Theroot of the treeis labelledwith y. A vertex at distanced � 0 from theroot having labelz 2 Range(g` � d) hasonechild
labeledwith eachz0 2 g� 1(z � (` � d)) 2 Range(g` � d� 1).

7 This is thecostof �nding asingleinverse.Also, theconstructionin [16] ensuresprobabilisticdomaincoverage.Theconstruction
is easilymodi�ed to enablethe�nding of all preimages,andto ensurethatthedomainis completelycovered.



thestructureof thesefunctions– thefactthatchallengescanberesolvedusingscatteredmemoryaccessesinsteadof
CPUcycles– dampenstheeffect of Moore's Law: thememory-intensivesolutionwill requirelessreal time thanthe
CPU-intensivesolutionuntil CPUsbecomevery fast.Until thatpoint, thefunctionsof [8] aremoreegalitarianfor the
sendersthanpurelyCPU-intensive functions.

Finally, we note(1) veri�cation costsrise exponentiallyastheCPU costof the function cpug is alteredto keep
pacewith Moore's Law and(2) the time/spacetradeoff in [23,16] is not tight, andany improvementto the tradeoff
will mandateanincreasein cpug. Indeed,a recentresultof Oechslinimprovesthetradeoff by a factorof two [31].

Theanalysisof easy-to-computefunctionssuggestsbasingcomputationalchallengesonfunctionsthatare(in some
sense)hard in bothdirections.

5 An Abstract Function and Lower Bound on CacheMisses

In this sectionwe describean “abstract”pricing function andprove a tight lower boundon the numberof memory
accessesthat mustbe madein order to producea messageacceptableto the receiver, in the modelde�ned in Sec-
tion 3. The function is “abstract”in that it usesidealizedhashfunctions,alsoknown asrandomoracles.A concrete
implementationis proposedin Section6.

Meaningof the Model and the Abstraction: Our computationalmodel implicitly constrainsthe adversaryby con-
strainingthearchitectureavailableto theadversary. Ouruseof randomoraclesfor thelowerboundargumentsimilarly
constrainsthe adversary, astherearesomethingsit cannotcomputewithout accessingthe oracles.We seetwo ad-
vantagesin suchmodelling: (i) It providesrationaleto the designof algorithmssuchas thoseof Section6, this is
somewhatsimilar to whatLuby andRackoff [26] did for theapplicationof FeistelPermutationsin thedesignof DES;
(ii) If thereis anattackonthesimpli�ed instantiationof thealgorithmof Section6, thenthemodelprovidesguidelines
for modi�cations.Notethatweassumethattheargumentsto therandomoraclemustbein cachein orderto make the
oraclecall.

The inversiontechniquesof [23,16] do not apply to truly randomfunctions,as thesehave large Kolmogorov
complexity (no shortrepresentation).Accordingly, our functioninvolvesa large�xed forever tableT of truly random
w-bit integers8. Thetableshouldbeapproximatelytwiceaslargeasthelargestexistingcaches,andwill dominatethe
spaceneedsof ourmemory-boundfunction.

We want to forcethelegitimatesenderof a messageto take a randomwalk “throughT,” that is, to make a series
of randomaccessesto T , eachsubsequentlocationdetermined,in part,by thecontentsof thecurrentlocation.

Sucha walk is calleda path. The algorithmforcesthe senderto explore many differentpathsuntil a pathwith
certaindesiredcharacteristicsis found. We call this a successfulpath.Oncea successfulpathhasbeenidenti�ed,
information enablingthe receiver to checkthat a successfulpath hasbeenfound is sentalong with the message.
Veri�cation requireswork proportionalto the path length,determinedby a parameter̀ . Eachpath exploration is
calleda trial . Theexpectednumberof trials to �nd a successfulpathis 2e, wheree (for “effort”) is a parameter. The
expectedamountof work performedby thesenderis proportionalto 2e timesthepathlength.

5.1 Description of the Abstract Algorithm

Thealgorithmusesa modi�able arrayA, initialized for eachtrial, of sizejAjw > bbits (recallthatb is thenumberof
bits in a memoryblock,or cacheline)9.

Beforewe presenttheabstractalgorithm,we introducea few hashfunctionsH 0; H1; H2; H3, of varyingdomains
and ranges,that we model as idealizedrandomfunctions(randomoracles).The function H 0 is only usedduring
initialization of a path.It takesasinput a messagem, sender's name(or address)S, receiver's name(or address)R,
anddated, togetherwith a trial numberk, andproducesanarrayA. The functionH 1 takesanarrayA asinput and
producesanindex c into thetableT . ThefunctionH 2 takesasinput anarrayA andanelementof T andproducesa
new array, whichgetsassignedto A. Finally, thefunctionH 3 is appliedto anarrayA to producea stringof 4w bits.

8 “Fixedforever” means�x eduntil new machineshave biggercaches,in whichcasethefunctionmustbeupdated.
9 Theintuition for requiringjAjw > b is that,sinceA cannot�t into a singlememoryblock, it is moreexpensive to fetchA into

cachethanit is to fetchanelementof T into cache.



A wordonnotation:For arraysA andT, wedenoteby jAj (respectively, jT j) thenumberof elementsin thearray.
Sinceeachelementis aword of w bits, thenumbersof bits in thesearraysarejAjw andjT jw, respectively.
Thepathin a generictrial is givenby:

Initialization:
A = H0(m; R; S;d;k)

Main Loop: Walk for ` steps ( ` is the path length):
c  H1(A)
A  H2(A; T [c])

Success occurs if after ` steps the last e bits of H 3(A) are all zero.
Pathexplorationis repeatedfor k = 1; 2; : : : until successoccurs.Theinformationfor identifying thesuccessfulpath
is simplyall � veparametersandthe�nal H 3(A) obtainedduringthesuccessfultrial10.
Veri�cation that thepathis indeedsuccessfulis trivial: theveri�er simply carriesout theexplorationof theonepath
andchecksthatsuccessindeedoccurswith thegivenparametersandthatthereportedhashvalueH 3(A) is correct.

The connectionto Algorithm MBound, describedin Section6, will be clear: needonly specify the four hash
functions.To keepcomputationcostslow in MBound, we will not invoke full-strengthcryptographicfunctionsin
placeof therandomoracles,norwill we evenmodify all entriesof arrayA at eachstep.

The sizeof A also needsconsideration.If A is too small, say, a pointer into T , then the spammercanmount
an attackin which many differentpaths(trials for either the sameor differentmessages)canbe exploredat a low
amortizedcost,aswe now informally describe.At any point, thespammercanhave many differentA's (that is, A's
for differenttrials) in the cache.The spammerthenfetchesa memoryblock containingseveral elementsof T , and
advancesalongeachpathfor whichsomeelementin thegivenmemoryblockwasneeded.Thisallowsexploitationof
locality in T . Thus,intuitively, we shouldchoosejAj suf�ciently largethatit is infeasibleto storemany differentA's
in thecache.

5.2 Lower Bound on CacheMisses

Wenow provealowerboundontheamortizednumberof blocktransfersthatany adversaryconstrainedasdescribedin
Section3 mustincur in orderto �nd asuccessfulpath.Speci�cally, weshow thattheamortizedcomplexity (measured
in thenumberof memoryfetchespermessage)of theabstractalgorithmis asymptoticallytight.

Thecomputationon eachmessagemustfollow a speci�c sequenceof oraclecalls in orderto make progress.The
adversarymaymakeany oraclecallsit likes;however, to makeprogressona pathit mustmake thespeci�edcalls.By
watchinganexecutionunfold,wecanobservewhenpathsbegin,andwhenthey makeprogress.Callsto theoraclethat
makeprogress(asdeterminedby thehistory)arecalledprogresscalls.

A pathbeginswhenacall H 0(m; S;R; d;k) is �rst made.Thepathis completelyidenti�ed by the� veparameters
to H0.

Theorem1. Consideran arbitrarily long but �nite executionof theadversary's program– wedon't knowwhat the
programis,onlythat theadversaryis constrainedto useanarchitectureasdescribedin Section3.Underthefollowing
additional conditions,the amortizedcomplexity of generating a proof of effort that will be acceptedby a veri�er is

 (2e`):

– jT j � 2s (recall that thecachecontainss wordsof w bitseach)
– jAjw � bs1=5 (recall thatb is theblock size, in bits).
– ` > 8jAj
– Thetotal amountof workbythespammer(measuredin oraclecalls)persuccessfulpathis nomorethan2o(w)2e`.
– ` is largeenoughsothat thespammercannotcall theoracle2` times.

Remark3. First notethat jAj is taken to bemuchlarger thanb=w. We alreadynotedthat if jAj is very small thana
seriousattackis possible.However, evenif jAj is roughlyb=w, it is possibleto attackthealgorithmby storingmany
copiesof T undervariouspermutations.In this casetheadversarycanhopeto concurrentlybeexploring aboutlogs
pathsfor which a singlememoryblock containsthevaluein T neededby all logs paths.Hence,if (for somereason)
it is importantthatjAj � O(b=w) wecanonly geta lowerboundof theform 
 (2e`= logs).

10 Thevalueof H 3(A) is addedto preventthespammerfrom simplyguessingk, whichhasprobability1=2e of success.



Proof. (of Theorem1) We startwith aneasylemmaregardingthenumberof oraclecallsneededto �nd a successful
path.

Lemma 1. Theamortizednumberof calls to H 1 and H2 per proof of effort that will be acceptedby a veri�er is

 (2e`).

Thefollowing lemmais a completelyelementarypreliminaryusedin our lowerboundproof.

Lemma 2. Let b1 : : : bm beindependentunbiasedrandombits andlet k � m. Supposewehavea systemthat,given
a hint of lengthB < k (which maybebasedonthevalueof b1 : : : bm ), producesa subsetS of k indicesanda guessof
thevaluesof f bi j i 2 Sg. Thentheprobability that all k guessesare correct is at most2B =2k , where theprobability
is over therandomvariablesandthecoin �ips of thehint generationandtheguessingsystem.

Proof. Eachhint yieldsanassignmentto theindicatedbits.Theprobability, overchoiceof b1; : : : ; bm , thattheassign-
mentis consistentwith thevaluesof theelementsof S is 2� k . Thuson averageeachhint yields thecorrectanswer
with probability2B � k .

Wenow getto themaincontentof thelowerboundandto thekey lemma(Lemma3): Webreaktheexecutioninto
intervalsin which,we argue,theadversaryis, forcedto learna largenumberof elementsof T . Thatis, therewill bea
largenumberof scatteredelementsof T which theadversarywill needin orderto make progressduringtheinterval,
andvery little informationabouttheseelementsis in thecacheat thestartof theinterval11.

We �rst motivateourde�nition of aninterval. We wantto think of eachA asincompressible,sinceit is theoutput
of a randomfunction.However, if, say, this is thebeginningof a patheploration,andA = H 0(m; S;R; d;k), thenit
mayrequirelessspacesimply to list theargumentsto H 0; sinceourmodeldoesnotcharge(much)for oraclecalls,the
adversaryincursnopenaltyfor this.For this reason,wewill focusonthevaluesof A only in thesecondhalf of apath.
RecallthatA is modi�ed at eachstepof theMain Loop; intuitively, sincethesemodi�cationsrequiremany elements
of T , these“mature” A's cannotbe compressed.Our de�nition of an interval will allow us to focuson progresson
pathswith “mature”A's.

Let n = s=jAj; it is helpful to think of n asthe numberof A's that cansimultaneously�t into cache(assuming
they areincompressible).A progresscall is mature if it is the j th progresscall of thepath,for j > `=2 (recall that `
is the lengthof a path).An interval is de�ned by �xing anarbitrarystartingpoint in anexecutionof theadversary's
algorithm(whichmayinvolvethesimultaneousexplorationof many paths),andrunningtheexecutionuntil 8n mature
progresscalls(spreadoverany numberof paths)havebeenmadeto oracleH 1.

Lemma 3. Theaverage numberof memoryaccessesmadeduring an interval is 
 (n), where the average is taken
over thechoiceof T , theresponsesof therandomoracles,andtherandomchoicesmadeby theadversary.

It is aneasyconsequenceof this lemmathat theamortizednumberof memoryaccessesto �nd a successfulpath
is 
 (2e`). This is truesinceby Lemma1, successrequiresanexpected
 (2e`) matureprogresscalls to H 1, andthe
numberof intervalsis thetotal numberof matureprogresscalls to H 1 during theexecution,dividedby 8n, which is

 (2e`=n). (Notethatwehavemadenoattemptto optimizetheconstantsinvolved.)

Proof. (of Lemma3) Intuitively, the spammer's problemis that of asymmetriccommunicationcomplexity between
memoryandthecache.Only thecachehasaccessto the functionsH 1 andH2 (theargumentsmustbebroughtinto
cachein orderto carryout thefunctioncalls).Thegoalof the(spammer's)cacheis to performany8n matureprogress
calls.Sinceby de�nition theprogresscalls to H 1 arecalls in which theargumentshave not previously beengivento
H1 in thecurrentexecution,we canassumethevaluesof H 1 's responseson thesecallsareuniform over 1; : : : ; jT j
givenall theinformationcurrentlyin thesystem(memoryandcachecontentsandqueriesmadesofar).Thecachemust
tell thememorywhich blocksareneededfor thesubsequentcall to H 2. Let � betheaveragenumberof blockssent
by themainmemoryto thecacheduringan interval, andwe assumefor thesake of contradictionthat � = o(n) (the
lemmaassertsthat � = 
 (n)). We know thatthecachesendsthememory� logm bits to specifytheblock numbers
(whichis by assumptiono(n logm) bits),andgetsin return� bbitsaltogetherfrom thememory. Thekey to thelemma

11 In fact, our proof will hold even if the adversaryis allowed during eachinterval, to remember“for free” the contentsof all
memorylocationsfetchedduringtheinterval, providedthatat thestartof thesubsequentinterval thestateis reducedto sw bits
onceagain.



is, intuitively, thattherelatively few possibilitiesin requestingblocksby thecacheimply thatmany differentelements
of T indicatedby the indicesreturnedby the8n maturecalls to H 1 have to bestoredin thesamesetof blocks.We
will arguethatthis impliesthata largerthans partof T canbereconstructedfrom thecachecontentsalone,which is
a contradictiongiventherandomnessof T .

We now proceedmoreformally. Lemma3 will follow from a sequenceof claims.The�rst is that therearemany
entriesof T for which many possiblevaluesareconsistentwith the cachecontentsat the beginningof the interval.
Thatis, T is largelyunexploredfrom thecache'spointof view.

Claim 1. Thereexist 
 ; � � 1=2 such that: giventhecachecontentsat thebeginningof theinterval, it is expectedthat
thereexistsa subsetof theentriesof T , calledT 0, of sizeat least� jT j such that for each entryi in T 0 there is a setSi

of 2
 w possiblevaluesfor T [i ] andall theSi ' s aremutuallyconsistentwith thecachecontents.

Proof. we want to applySauer's Lemmato show that,giventhe cachecontent,at thestartof the interval, thereare
many wordswith high entropy, i.e., with lots of possibilities.We know that thecachesizeis s wordsof width w, or
sw bits total.Consideranassignmentto T asa binaryvectorof lengthsw.

The expectednumberof assignmentsto T consistentwith a given cachecontentis 2( jT j� s)w . Eachof theseis
describedby a binary vectorof lengthjT jw. Sauer's Lemma(describedin Alon andSpencer[9]) saysthat in such
a large collection of vectorstheremust be d variables(bit positions)that appearin all 2d combinations,whered
satis�es

� jT jw
(d+1)

�
� 2( jT j� s)w (more precisely

P d
i =0

� jT jw
i

�
� 2( jT j� s)w .) Thus, if s = jT j=2 then we have that

� jT jw
(d+1)

�
� 2jT jw=2. Since

� jT jw
(d+1)

�
� ( ejT jw

d )d wehave thatd log(ejT jw=d) � jT jw=2 andd � 1=2jT jw. Sofor some

T 0 of size1=2 timesjT j therearejT 0j entriesin T wherethenumberof possibilitiesto theentry is at least2w=2 (i.e.,

 � 1=2). In the sequel,we will concentratesolely on thesejT 0j entries.If thereis a matureprogresscall with an
elementamongtheseentries,wecall thisanelementto belearned.

Fromnow onweassumethatwehavecachecontentconsistentwith a largenumberof possibilitiesfor T 0asin the
claimandusethis cachecon�gurationto show thatit is possibleto extractmany entriesof T 0.

Claim 2. If thenumber� of memoryaccessesis o(n), thenthenumberof differentpathsonwhich a mature progress
call is madeduringan interval is at most3n.

Proof. Whena matureprogresscall is madewith a valueA, this A cancomefrom threesources:1) it wasstoredin
thecacheat thestartof thestartof theinterval; 2) it wasdevelopedfrom apreviouscall to H 2 wherethevalueof A for
thatcall wasitself storedin thecache;3) it wasdeveloped”from scratch”i.e., all (at least`=2) pointson thepathare
computedduringtheinterval.Givenanexecutionit is easyto classifyeachprogresscall into oneof thesethreetypes.
Consider�rst all thecallsof types(1) and(2), that is, callswhereat leastonepoint on thepathis not accessedin H 1

in theinterval. Supposethatthereareat least2n of them,sothatat on at least2n differentpathscallsof types(1) or
(2) aremade.Let's examinethe�rst calls to H 1 in on all thepathsfor which theprecedingcall to H 2 is not present.
Together, the inputsto thesecalls requireat least2njAjw bits of information.Sincethecacheholdsonly njAjw bits
andtheA's areincompressible(from therandomnessof H 2), for thealgorithmto have non-negligible probabilityof
beingcorrectit mustobtainat leastnjAjw bits from memoryduringtheinterval.SincejAjw > b(wherebis theblock
sizein bits), this meansat least
 (n) memoryaccesses,contradictingtheassumptionthat� = o(n).

Considernow type(3) progresscalls,i.e., callsonpathsthatareexploredfrom scratchduringtheinterval.Sincea
matureprogresscall requiresthat`=2 callshavebeenmadeto H 2 (in bringingthepathto maturity),it followsthatthe
valuesstoredin thelocationsof T appearingasargumentsin thesecallsmustbeknown duringtheinterval. However,
we arguedin Claim 1 thata largepart (in fact,half) of T , calledT 0, is missingalmostfully from thecache.Suppose
thereare n pathsof type (3), requiring togethern`=2 accesssesto T . Thereare two possibilities:Either the total
numberof elementsof T 0 accessedin thesen`=2 accessesto T exceedsjT 0j=2, or not. If this numberexceedsjT 0j=2,
thenweneedto retrieve
 (jT 0jw
 =2b), which is greaterthan
 (n), blocksof memory(by informationtheory).If this
numberis lessthanjT 0j=2, thentheadversaryhaswitnessedanunlikely event:All theelementsaccessedin thelength
`=2 pre�xesof then pathsfall into a setof sizeatmostjT j � jT 0j + jT 0j=2 � 3jT j=4. Fix sucha set.Theprobability
of thiseventis (3=4)n`= 2. Thereareat most2jT j suchsets.Supposethatthespammerhasexaminedz paths.Thenthe
probabilitythatin thesez pathsthereis suchann-collectionis multipliedby

� z
n

�
. Giventhatweassumedthat2` is not

a feasiblenumberfor theadversarywe know that`n >> jT j andwe getthat
� z

n

�
� 2jT j is � (4=3)n`= 2. Sowith high

probabilitythespammercannot�nd n suchpaths.



Sowe have at most2n pathsof types(1) and(2) combined,andat mostn pathsof type(3), for a total of at most
3n paths.

It thereforefollows thatin a typical interval thereareat least8n � 3n = 5n pairsof consecutivematureprogress
calls to H1 on a commonpath.Thus,for example,onepathmay experience5n + 1 matureprogresscalls,or each
of n pathsmayexperienceat least6 matureprogresscalls,or somethingin between.Eachsuchpair of calls to H 1 is
separatedby acall to H 2 which requiresthecontentsof thelocationof T speci�edby the�rst H 1 call in thepair. It is
theseinterstitialcallsto H 2 thatareof interestto us:becausetheirprecedingcallsto H 1 �rst occurduringtheinterval,
andH1 is random,it cannotbeknown at thestartof theinterval which elementsof T will beneededasargumentsto
thesecallsto H2. Intuitively, theadversarymustgo to mainmemoryto �nd anexpected(jT j � s)=jT j > 1=2 of them.

Claim 3. In a typical interval there are at least5n pairs of consecutivemature progresscalls to H 1 on a common
path.Thusthere arealso5n pairsof calls to H 1 andthento H2 on thesamepath.

Considerthesetof 8n-tuplesover f 1; : : : ; jT jg asthesetof possibleanswersH 1 returnson thematureprogress
callsin theinterval; therearejT j8n suchtuples.Fix all otherrandomchoices:thevalueof T , thepreviouscallsto H 1

andH2 andtherandomtapeof thespammer).Thespammer'sbehavior in aninterval is now determinedsolelyby this
8n-tuple. If thespammercandefeatour algorithm,then,for some�x ed � > 0, thespammercompletesthe interval
retrieving atmost2� blockswith at least� probability, overthechoiceof 8n-tuple.Call thesetuplesthegoodones.By
Markov's inequality, for at leasthalf of thesegood8n-tuplesthespammerretrievesat least� blocks.We �rst claim
thatin mostof thosetuplesthespammergoesfrequentlyinto H 2 with valuesT[i ] wherei 2 T 0.

Claim 4. Let T 0 be any subsetof the entries of T of size at least � n. Considerthe set of good 8n-tuples over
f 1; : : : ; jT jg as the set of possibleanswers H 1. Thenexceptfor at mostan exponentialin n fraction of themthe
spammermustuseanentryin T 0 for a call to at H2 leastn timesduringan interval.

Proof. By de�nition, aninterval contains8n matureprogresscalls to H 1, andwe arguedin Claim 2 thattheseoccur
in at most3n paths.WhenthespammercallsH 1 andgetsa valuec, thereis probabilityat least� = 1=2 that this c
is in T 0. The spammermaydecideto pursuethis c (that is, to try to learnT[c]) in this interval or not. If he decides
not to pursueit, thenthecurrentpathwill make no furtherprogressin theinterval. This canhappenat most3n times
(sincethereareatmost3n pathsof interest).Therefore,if (� 8n) � 3n � n thenwegetthatat leastn (notnecessarily
distinct)valuesof T 0 haveto beretrievedfrom mainmemoryduringtheinterval for thesubsequentcall to H 2.

Claim 5. Supposethat we havesubsetX of sizex of entriesin T . Thenthe probability over H 1 that a 8n-tuple
containsmore thann=2 entriesin X is at most(28x=jT j)n= 2.

Proof. This is by simplecomputation:for a �x edsetof n=2 entriesout of the8n this probability is (x=jT j)n= 2 and
thereareat most

� 8n
n= 2

�
� 28n= 2 suchsubsets.

Claim 6. Supposethatwehavea collectionof good8n-tuplesandwewantto coverat leastx valuesin T 0usingonly
a few members of thecollection,say2x=n (assumethat thecollectionis at leastthat large). If this is impossiblethen
there is a setX � T 0 of sizex such thateverymemberof thecollectionhasat leastn=2 entriesin X .

Proof. We prove thecontrapositive.If thereis no setX � T 0 of sizex suchthateverymemberof thecollectionhas
at leastn=2 entriesin X , thenwe canbuild a largecoveragein a greedymanner, eachtime addingat leastn=2 new
entriesin T 0. At any point during theprocessthe union X of all tupleswe addedshouldbe of sizelessthanx and
hencethereshouldbeatuplein thecollectionwith n=2 entriesin T 0but not in X . Soafter2x=n stepswehavecovered
x entriesof T 0.

Theideafor deriving thecontradictionto thefactthatonly � = o(n) blocksarebroughtfrom memoryto cacheis
thatthereshouldbemany good8n-tuplesthatsharethesamesetof blocks(that is, by retrieving onesetof blocksall
elementsappearingin many good8n-tuplescanbereconstructedin thecache).In fact,sincethememorysizeis m,
a 1=

� m
2�

�
fractionof themsharethesamesetof blocks(thefactorof 2 comesfrom thede�nition of a good8n-tuple).

Considersucha collectionandsupposethat thereare2x=n tuplesin this collectionwhoseunioncoversx entriesin
T 0. Thenthe ”memory” canusethese2x=n tuplesto transferthe valueof x entriesin T 0 by sendingthe 2� b bits
describingthecontentof thecommonblocksandin additionfor eachtuplein thecover:



1. Specifyingthe8n-tuple:this takes8n logjT j bits.
2. Specifyingwhich calls to H 2 in theexecutionhave thecorrectparameters(theremay be some“bogus” calls to

H2 in whichthewrongvaluesfor elementsof T areusedasparameters).If theinterval containsz callsto H 2 then
this takeslog

� z
n= 2

�
bits which is O(n logz).

Soaltogetherit suf�ces for 2� b+ 16x logjT j + 2x logz bits to besentfrom thememoryto thecache.In return,the
cachelearns
 w bits for eachof x entriesin T 0, or x
 w bits altogether. To derivethecontradiction,sincew wastaken
to bemuchlarger thanlog jT j and2w=2 muchlarger thantheamortizednumberof oraclecallsper interval, logz is
muchsmallerthanw andwe only have to worry aboutthe2� b term.

Assumethat � � 1=20n = s=20jAj and,for simplicity thatm, thememorysizeis jT j2 (recall that in our model
m is polynomialin s, andin our theoremjT j = � (s)). Setx = 4� b=w. Of all goodtuples,pick thelargestcollection
agreeingwith a setof � blocks,i.e., consistingof at leasta1=

� T 2

�

�
fractionof thegoodtuples.We now claim thatthis

collectionhas2x=n 8n-tupleswhoseunionis of sizeat leastx (this will besuf�cient for a contradiction).
Supposethatthis is not thecaseandthe2x=n tuplescoveringx donotexist.Thenaswehaveseenabovein Claim

6 thereis asetX of sizex whereeachtuplein thecollectionhasat leastn=2 entriesin X . But weknow from Claim5
thatthefraction(amongall tuples)of suchacollectioncanbeatmost(28x=jT j)n= 2. Takinginto account� (thefaction
of all tuplesthataregood)we mustcompare((28x=jT j)n= 2)(1=�) to 1=

� T 2

2�

�
andif the latter is largerwe know that

thecollectionis too largeto becompressedinto X . For simplicity take � = 1. Indeed

(28x=jT j)n= 2

� T 2

2�

� =
(28x)n= 2

T n= 2� 4�

takinglogswe getthatweneedto comparelog28x and(log T) n � 4�
n = (log T) s=jA j� 4s=20jA j

s=jA j = (log T) 4
5 . But since

x = 4� b=w = 4sb=(20jAjw) andjAj � s1=5b=w we get that x � 1=5s4=5 andindeed8 + logx is smallerthan
4=5 logjT j.

Thisconcludestheproofsof Lemma3 andTheorem1

6 A ConcreteProposal

In this sectionwe describea concreteimplementationof the abstractalgorithmof Section5, which we call Algo-
rithm MBound. As in the abstractalgorithm,our function involvesa large �xed forever arrayT, now of 222 truly
random32-bit integers12. In termsof theparametersof Section5, wehave jT j = 222 andw = 32. Thisarrayrequires
16 MB anddominatesthespaceneedsof our memory-boundfunction,which requireslessthan18 MB total space.13

Thealgorithmrequiresin additiona �x ed-forever truly randomarrayA0 containing25632-bit words.A0 is usedin
thede�nition of H0. NotethatA0 is incompressible.

6.1 Description of MBound

Our proposalwasinspiredby the(alleged)RC4pseudo-randomgenerator(see,e.g., thedescriptionsof RC4 in [18,
27,29]).

Descriptionof H0. Recallthatwe have a �x ed-foreverarrayA0 of 256truly random32-bitwords.At thestartof the
kth trial, we computeA = H 0(m; S;R; d;k) by �rst computing(usingstrongcryptography)a 256-word maskand
thenXORingA0 togetherwith themask.Hereis oneway to de�ne H 0:

1. Let � k = h(m; S;R; d;k) (j� k j = 128), for a cryptographicallystronghashfunctionh suchas,say, SHA-1.

12 “Fixedforever” means�x eduntil new machineshave biggercaches,in whichcasethefunctionmustbeupdated.
13 To sendmail, amachinemustbeableto handlea programof this size.



2. Let � (� k ) bethe213-bit stringobtainedby concatenatingthe27-bit � k with itself 26 times14. Treatingthearray
A asa 213-bit string(by concatenatingits entriesin row-majororder),we let A = A0 � � (� k ). Notethat,unlike
in thecaseof RC4,our arrayA is notapermutationof elementsf 1; 2; : : : ; 256g, andits entriesare32bits, rather
than8 bits.

Weinitialize c, thecurrentlocationin T , to bethelast22bitsof A (whenA is viewedasabit string).In thesequel,
wheneverwe sayA[i ] wemeanA[i mod 28]; similarly, by T [c] wemeanT[c mod 222].
Thepathin a generictrial is givenby:

Initialize Indices:
i = 0; j = 0

Walk for ` steps ( ` is the path length):
i = i + 1
j = j + A[i ]
A[i ] = A[i ] + T [c]
A[i ] = RightC yclicShif t(A[i ]; 11) (shift forces all 32 bits into play)
Swap(A[i ]; A[j ])
c = T[c] � A[A[i ] + A[j ]]

Success occurs if the last e bits of h(A) are all 0.
In thelastline, thehashfunctionh canagainbeSHA-1.It is appliedto A, treatedasa bit string.

The principal differencewith the RC4 pseudo-randomgeneratoris in the useof T : bits from T are fed into
MBound'spseudo-randomgenerationprocedure,bothin themodi�cation of A andin theupdatingof c.

In termsof theabstractfunction,we canteaseour proposalapartto obtain,roughly:

Descriptionof H1 (updatesc, leavesA unchanged). ThefunctionH 1 is essentially
i = i + 1
j = j + A[i ]
v = A[i ] + T [c] ( v is a temporary variable)
v = RightC yclicShif t(v; 11)
c = T[c] � A[A[j ] + v]

Descriptionof H2 (updatesA).
A[i ] = A[i ] + T [c]
A[i ] = RightC yclicShif t(A[i ]; 11)
Swap(A[i ]; A[j ])

Descriptionof H3. ThehashfunctionH 3(A) is simplysomecryptographicallystronghashfunctionwith 128bits of
output,suchasSHA-1.

Thisall but completesthedescriptionof Algorithm MBoundandits connectionto ourabstractfunction;it remains
to choosetheparameters.

6.2 Parametersfor MBound

We cande�ne thecomputationalpuzzlesolvedby thesenderasfollows.

Input. A messagem, asender'saliasS, a receiver'saliasR, a time t, thetableT andtheauxiliary tableA 0.
Output. m; S;R; d; i and� suchthat 1 � i � 2e andthe i th path (that is, the pathwith trial numberk = i ), is

successfuland� is theresultof hashingthe�nal valueof A in thesuccessfulpath.

14 Thereasonweconcatenatethestringin orderto generate� (� k ), ratherthangeneratea cryptographicallystrongstringof length
213 is to save CPU cycles- this is an operationthat is donemany timesandif eachbit of � (� k ) is strongit could make the
schemeCPUbound.



If i > 22e, the receiver rejectsthe message(with overwhelmingprobability oneof the �rst 22e trials shouldbe
successful).

To be speci�c in the following analysis,we make several assumptions.Theseassumptionsare reasonablefor
currenttechnology, andour analysisis suf�ciently robustto toleratesubstantialchangesin many of theseparameters.
Let P bethedesiredexpectedtimefor computingtheproofof effort andlet � bethememorylatency. We assumethat
P is 10 secondsand� is :2 microseconds.We alsoassumethat themaximumsizeof thefastcacheis 8 MB andthat
cachelines(memoryblocks)are64byteswide (soblockscontainb = 512bits).

Theoutputconditionsensurethat for a randomstartingpoint, theprobabilityof a successfuloutputis 1=2e. The
expectednumberof walksto becheckedis 2e. Thereforetheexpectedvalueof P is

E [P] = 2e � ` � � :

The costof veri�cation by the receiver is essentiallỳ cachemisses,by following the right path.(In Section8 we
discusshow to reduceor eliminatethesecachemisses.)

We have not yet setthe valuesfor e and`. Choosingoneof theseparametersforcesthe valueof the otherone.
Considerthe choiceof e: onepossibility might be to make e very large,andthe pathsshort,say, even of length1.
This would make veri�cation extremelycheap.However, while thegoodsenderwill explore thepathssequentially,
a cheatingsendermay try several pathsin parallel, hoping to exploit locality by batchingseveral accessesto T ,
onefrom eachof theseparallelexplorations.In addition,A changesslowly, andto get to the point in which many
“mature” valuesof A cannotbe compressedrequiresthat many entriesof A have beenmodi�ed. For our concrete
proposal,therefore,we let ` = 2048. Then2e = P=`� = 10=(2048� 2 � 10� 7) � 24; 414.

7 Experimental Results

In this sectionwe describeseveral experimentsaimedat establishingpracticalityof our approachandverifying it
experimentally. First we compareour memory-boundfunction performanceto that of the CPU-intensive HashCash
function [20] on a variety of computerarchitectures.We con�rm that the memory-boundfunction performanceis
signi�cantly moreplatform-independent.Wealsomeasurethesolution-to-veri�cation timeratioof our function.Then
we run simulationsshowing how the numberof cachemissesduring the executionof our memory-boundfunction
dependson the cachesizeand the cachereplacementstrategy. We observe that even if an adversaryknows future
accesses,this doesnot help muchunlessthe cachesizeis closeto thesizeof T . Finally, we studyhow the running
timedependson thesizeof thebig arrayT.

7.1 Differ ent Ar chitectures

name class model processorCPUclock OS
P4-3060 workstation DELL XW8000 Intel Pentium4 3.06Ghz Linux
P4-2000 desktop CompaqEvo W6000 Intel Pentium4 2.0Ghz Windows XP
P3-1200 laptop DELL LatitudeC610 Intel Pentium3M 1.2Ghz Windows XP
P3-1000 desktop CompaqDeskProEN Intel Pentium3 1.0Mhz Windows XP
Mac-1000desktop Power Mac G4 PowerPCG4 1000Mhz OSX
P3-933 desktop DELL Dimension4100 Intel Pentium3 933Mhz Linux
SUN-900 server SUNUltra 60 UlraSPARC III+ 900Mhz Solaris
SUN-450 server SUNUltra 60 UlraSPARC II 450Mhz Solaris
P2-266 laptop CompaqArmada7800 Intel Pentium2 266Mhz Windows 98
S-233 settop GCT-AllWell STB3036NNat.Semi.GeodeGX1 233Mhz Linux

Table 1. ComputationalPlatforms,sortedby CPUspeed.



machineL2 cache L2 line memory
P4-3060 256KB 128bytes 4 GB
P4-2000 256KB 128bytes512MB
P3-1200 256KB 64bytes512MB
P3-1000 256KB 64bytes512MB
P3-933 256KB 64bytes512MB

Mac-1000 256KB 64bytes512MB
SUN-900 8 MB 64bytes 8 Gb
SUN-450 8 MB 64bytes 1 Gb

P2-266 512KB 32bytes 96 MB
S-233 16KB 16bytes128MB

Table2. Memoryhierarchy.

We conductedtestson a variety of platforms,summarizedin Table 1. Theseplatformsvary from the popular
Pentium3 andPentium4 systemsanda MacintoshG4 to SUN serverswith largecaches.We even testedour codes
on a settopbox,which is anexampleof a low-powerdevice.TheP2-266laptopis anexampleof a “legacy” machine
andis representativeof a low-endmachineamongthosewidely usedfor e-mailtoday(thatis, in 2003).Table 2 gives
sizesof the relevantcomponentsof thememoryhierarchy, includingL2 cachesize,L2 cacheline size,andmemory
size.With oneexception,all machineshave two levelsof cacheandmemory. Theexceptionis theMacintosh,which
hasa 2 MB off-chip L3 cachein additionto the256KB on-chipL2 cache.

7.2 Memory- vs.CPU-Bound

machine HashCash MBound
name time time sol./ver.

P4-3060 1.00 1.01 2.32E4
P4-2000 1.91 1.33 1.65E4
P3-1200 2.21 1.00 2.55E4
P3-1000 2.67 1.06 2.48E4

Mac-1000 1.86 1.96 2.61E4
P3-933 2.15 1.06 2.51E4

SUN-900 1.82 2.24 2.50E4
SUN-450 5.33 2.94 2.02E4
P2-266 10.172.67 1.84E4
S-233 43.204.62 1.50E4

Table 3. Programtimings.Timesareaveragesover 20 runs,measuredin unitsof thesmallestaverage.For HashCash,thesmallest
averageis 4.44sec.;for MBound,it is 9.15sec.%.

The motivation behindmemory-boundfunctionsis that their performanceis lessdependenton processorspeed
thanis thecasefor CPU-boundfunctions.Our �rst setof experimentscomparesan implementationof our memory-
boundfunction,MBound, to our implementationof HashCash[20]. HachCashrepeatedlyappendsa trial numberto
themessageandhashestheresultingstring,until theoutputendsin acertainnumberzerobits (22in ourexperiments).
For MBound,with its slower iterationtime,wesettherequirednumberof zerobits to 15.

Table3 givesrunningtimesfor HashCashandMBound,normalizedby thefastestmachinetime.NotethatHash-
Cashtimesarecloselycorrelatedwith processorspeed.Runningtimesfor MBoundshow lessvariation.Thedifference
betweentheP2-266laptopandthefastestmachineusedin our testsfor HashCashis a factorof 10:17, while thedif-



ferencefor MBound is only a factor of 2:67. The HashCashvs. MBound gap is even larger for the S-233settop
box.15

ModernPentium-basedmachinesperformwell in memory-boundcomputations.The Macintoshdoesnot do so
well; webelievethatthis is dueto its poorhandlingof thetranslationlookaheadbuffer (TLB) misses.SUNserversdo
poorly in spiteof their largecaches.This is dueto their poorhandlingof TLB missesandthepenaltyfor their ability
of handlelargememories.

7.3 Work Ratio

Recallthatour experimentsrequire15 lastbits of a hashof A to bezerofor thememory-boundpuzzleto besolved.
Theexpectednumberof pathswe needto try is 215. This is anupperboundon thework ratio betweenthesolverand
theveri�er. However, while for thesolver initialization (dominatedby computinga hashof a string thatdependson
the input messageandcustomizingentriesof A for the input message)is well-amortizedover thework involved in
following thepaths,for theveri�er , who followsonly onepath,this work a non-trivial fractionof therunningtime.

Theinitialization overheadis a tradeoff betweenthesizeof A, the lengthof the input string,andthepathlength.
In outexperiments,A contain256words,thepathlengthis equalto 2048, andtheinput stringcontains64bytes.The
lastcolumnof Table3 givesthework ratio.Exceptfor thesettopbox, thework ratio is greaterthan214, whichmeans
that thework involvedin following thepathdominatesveri�cation. For thesettopbox, the ratio is slightly lessthan
214, meaningthatinitializationandpath-following takeapproximatelythesametime.

Theseexperimentalresultsshow thatour parameterchoicesyield a reasonablework ratio.

Hit or Miss. In thefull versionof thepaperwe show that if theadversaryis constrainedto follow theprotocol,then
evenoptimaloff-line cachereplacement,in which thecacheline usedfarthestin thefutureis evictedfrom cache[7],
doesnot signi�cantly reducetheadversary'scosts.

8 Freeingthe Receiver fr om AccessingT

Sincethe spam-protectedreceiver will sometimesact alsoasan e-mail sender, he will have accessto the arrayT.
However, we would like receiving mail not to have to involve accessingT at all. For example,onemight wish to be
ableto receive mail on a cell phone.In this sectionwe explorethepossibility that thesenderaddssomeinformation
to its messagethatwill permitthereceiver to ef�ciently verify theproofof effort with noaccessesto T .

HashTrees.A naturalsuggestionis to try Merklehashtrees[28] (seealso[19,32]). Considera full binarytree,where
theleavescorrespondto theentriesof T andthevalueof eachinternalnodeis aanappropriatelystrongone-wayhash
of the valueof its two children.Assumethe receiver knows the valueat the root. In order to prove the correctness
of a valueT[c], the senderprovides the valuesat the nodeson and adjacentto the path from the root to the leaf
correspondingto T [c]16. This is repeatedfor every entry of T that is to be veri�ed (notethat many of the root-leaf
pathswill have (relatively short)commonpre�xes).

How expensiveis thisscheme?Firstnotethatwecanuseuniversalone-wayhashfunctions(UOWHFs)[30], since
we only needto ensurethat it is hardto �nd secondpreimagesunderthe hashfunctions(this is suf�cient because
theentriesin T arenot chosenmaliciously;only thefalseonesare).For this kind of one-wayhashfunctiona smaller
range(smallerthantheoneneededfor collision-intractablehashing)suf�ces, resultingin a shorterproof. Assuming
a rangeof 280 elementsandroot-leafpathlengthlog jT j = 22, this meansroughly22 � 80 = 1760bits perentryof
T in thesuccessfulpath.Sincethepathlength` is takento beroughly1,000–2,000,this is anadditional200–400KB
per message.Thereareseveralwaysto optimizethis approach;for instance,we canassumethat the receiver stores
insteadof just the root all nodesof depth,say10, i.e., roughly 1; 000 of them.This almostcutsin half the number
of additionalbits to betransmitted.Underthis approach,veri�cation requires̀ log jT j evaluationsof a one-wayhash
function.
15 Note that S-233is a special-purposedevice andcodeproducedby the C compilermay be poorly optimizedof the processor.

This maybeoneof thereasonswhy this machinewassoslow in our tests.
16 This is a pathin theMerkle tree,not a pathin thesenseof our algorithm;to avoid confusionandemphasizethedistinctionwe

call theseroot-leafpaths.



SignatureSchemes.Theconceptuallysimplestmethodfor freeingR from accessingT is for thecreatorof T to sign
all theelementsof T (moreprecisely, thesignatureis on thepair (c;T [c]), to disallow permutingthetable). However,
this requirestoomuchstorageat thesender, evenusingthesignatureschemeyielding theshortestsignatures[10].

CompressedRSASignatures. Hereweusepropertiesof theRSAschemepreviouslyexploitedin theliterature[15,14].
Let (N ; e) bethepublic key of anRSA signatureschemechosenby thecreatorof T 17. Let F bea functionmapping
pairs(c;T [c]) into Z �

N , that is, a mappingfrom 32+ 22 = 54-bit stringsinto Z �
N . In our analysiswe will modelF

asa randomoracle.For all 1 � c � jT j let vc = F (c;T [c]) andlet wc = v1=e
c mod N . Thus,vc is a hashof thepair

(c;T [c]) andwc is a signatureon thestringvc.
Thesender's protocolcontains,in additionto T , thepublic modulusN , thedescriptionof F , andthewc 's. The

receiver'sprotocolusesonly thedescriptionof F andthepublickey (N ; e), togetherwith adescriptionof thesender's
pathexplorationalgorithm(minusthearrayT itself).

Let thesender's successfulpathbe thesequencec1; c2; : : : c` of locationsin T . Theproof of effort containstwo
parts:

1. T [c1]; T [c2]; : : : ; T [c` ], (a totalof about4 KB), and
2. w =

Q `
i =1 wci mod N (about1 KB).

Note that thereis no needto includethe indicesc1; : : : ; c` in the �rst part,astheseareimplicit from thealgorithm.
Similarly, thereis no needto sendthevc 's, sincetheseareimplicit from F andthe(ci ; T [ci ]) pairs.Let t1; : : : ; t ` be
the�rst partof theproof,andw thesecondpart(eacht i is supposedto beT[ci ], but theveri�er cannotyet becertain
this is thecase).Theproof is checkedasfollows.

1. Computev0
c1

; v0
c2

; : : : v0
c`

, wherev0
ci

= F (ci ; t i ).

2. Checkwhetherwe = (
Q `

i =1 vci ) mod N:

Thesecurityof theschemerestson thefactthatit is possibleto translatea forgedsignatureon

(c1; T [c1]); : : : (c` ; T [c` ])

into aninversionof theRSA functiononaspeci�c instance.This is summarizedasfollows:

Theorem2. If F is a randomoracle, thenanyadversaryattemptingto producea setof claimedvalues

T[c1]; T [c2]; : : : T [c` ]

that is falseyet acceptableto the receivercan be translatedinto an adversary for breakingRSAwith the samerun
timeandprobabilityof success(to preserveprobabilityof successweneedthate bea primelarger than`).

Althoughtransmissioncostsarelow, thedrawbackof thecompressedRSAschemeis againtheadditionalstorage
requirementsfor thesender:eachwc is at least1; 000bits (note,however, thattheseextravaluesarenot neededuntil
aftera successfulpathhasbeenfound).This extra storagerequirementmight discouragea userfrom embracingthe
scheme.We addressthisnext.

Storage-OptimizedCompressedRSA.We optimizestoragewith thefollowing storage/ communication/ computation
tradeoff: Think of T asana � b matrix wherea � b = jT j; theamountof extra communicationwill bea elementsof
T . Theamountof extrastoragerequiredby thesenderwill bebsignatures.

At a high level, given a pathusingvaluesT[c1]; T [c2]; : : : ; T [c` ], valuesin the samerow of T will be veri�ed
togetherasin thecompressedRSA scheme.Thecommunicationcostswill thereforebeat mosta elements,oneper
row of T . However, as we will seebelow, there is no needto store the wc ' s explicitly. Instead,we can get away
with storinga relatively small numberof signatures(oneper column),from which it will be possibleto ef�ciently
reconstructthewc valuesasneeded.

17 Thesigningkey d is a valuablesecret!



Insteadof a single exponente, both sendingand receiving programswill containa (common)list of primes
e1; e2; : : : ea . For 1 � i � a, ei is usedfor verifying elementsof row i of the table.Although we don't needto
storethewc valuesexplicitly, for elementsvc appearingin row i wede�ne wc = v1=ei

c mod N .
ThecompressedRSA schemeis appliedto theentriesin eachrow independently. It only remainsto describehow

theneededwc valuesareconstructedon the�y .
Theb“signatures”,onepercolumn,usedin thesendingprogramarecomputedby thecreatorasfollows.For each

column1 � j � b, thevaluefor columnj is uj =
Q a

i =1 wcj i
mod N . Here,cj i is the index of theelementT [i; j ],

whenT is viewedasamatrix ratherthanasanarray(thatis, assumingrow-majororder, cj i = (i � 1)a+ j � 1). Thus,
vcj i

= T[(i � 1)a + j � 1] andwcj i
= (vcj i

)1=ei . As in BatchRSA[15], onecanef�ciently extractany wcj i
from uj

usinga few multiplicationsandexponentiations.
Seta = 16. Thenumberof databits in acolumnis 24 � 25 = 29. Thenumberof “signaturebits” is 210 percolumn.

Thusstoragerequirementjust morethandoubles,ratherthanincreasingby a factorof 5-10,at thecostof sending16
elementsof Z �

N (i.e., 2 KB).

9 Concluding Remarks

We have continuedthediscussion,initiated in [8], of usingmemory-boundratherthanCPU-boundpricing functions
for computationalspam�ghting. We consideredandanalyzedseveralpotentialapproaches.Using insightsgainedin
theanalyses,weproposedadifferentapproachbasedon truly random,incompressible,functions,andobtainedbotha
rigorousanalysisandexperimentalresultssupportingourapproach.

From a theoreticalperspective, however, the work is not complete.First, we have the usualopenquestionthat
ariseswhenever randomoraclesareemployed: cana proof of security(in our case,a lower boundon the average
numberof cachemissesin a path)be obtainedwithout recourseto randomoracles?Second,muchmoreunusually,
canwe prove securitywithout cryptographicassumptions?Notethatwe did not make cryptographicassumptionsin
ouranalysis.

Oneof themoreinterestingchallengessuggestedby this work is to applyresultsfrom complexity theoryin order
to beableto makerigorousstatementsaboutproposedschemes.Oneof themorepromisingdirectionsin recentyears
is thework on lowerboundsfor branchingprogramandtheRAM modelby Ajtai s [4,5] andBeameetal [6]. It is not
clearhow to directlyapplysuchresults.

At �rst blushegalitarianismseemslike a wonderfulpropertyin a pricing function.However, on re�ection it may
not be so desirable.Sincethe approachis an economicone it may be counterproductive to designfunctionsthat
canbe computedjust asquickly on extremelycheapprocessorsason supercomputers– after all, we are trying to
force the spammersto expendresources,andit is the volumeof mail sentby the spammersthat shouldmake their
livesintolerablewhile the total computationaleffort expendedby ordinarysendersremainsbenign.Soperhapsless
egalitarianis better, anduserswith weakor slow machines,including PDAs andcell phones,could subscribeto a
servicethatdoesthenecessarycomputationontheirbehalf.In any case,small-memorymachinescannotbesupported,
sincethe largecachesaresovery large,so in any real implementationof computationalspam�ghting somekind of
computationservicemustbemadeavailable.
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