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Abstract. In 1992, Dwork and Naor proposedhat e-mail messagebe accompaniedy easy-to-checlproofs of
computationakffort in orderto discouraggunk e-mail,now knowvn asspam.They proposedspeci ¢ CPU-bound
functionsfor this purpose Burrows suggestedhat, sincememoryaccesspeedyary acrossmachinesnuchless
thando CPU speedsmemory-boundunctionsmay behae more equitablythan CPU-boundfunctions;this ap-
proachwas rst exploredby Abadi, Burrons, ManasseandWobber[8].
We furtherinvestigatethis intriguing proposal Speci cally, we
1. Provide aformal modelof computatioranda statemenbf the problem;
2. Provide anabstracfunctionandprove anasymptoticallytight amortizedower boundon the numberof mem-
ory accessesequiredto computean acceptableoroof of effort; speci cally, we prove that, on average the
senderf a messagenustperformmary unrelatedaccesseto memory while the recever, in orderto verify
thework, hasto performsigni cantly fewer accesses;
. Proposea concretéanstantiationof our abstracfunction,inspiredby the RC4 streancipher;
. Describetechniquego permittherecever to verify the computatiorwith no memoryaccesses;
. Give experimentalresultsshaving that our concretememory-boundunctionis only aboutfour timesslower
on a233MHz settopbox thanon a 3.06 GHz workstation,andthat speedupf thefunctionis limited evenif
anadwersaryknows the accessequencandusesoptimal off-line cachereplacement.
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1 Intr oduction

Unsolicitedcommerciale-mail, or spam,is morethanjust ananng/ance. At two to threebillion daily spamsworld-
wide, or closeto 50%of all e-mail,spamincurshugeinfrastructurecosts,nterfereswith worker productvity, devalues
theinternet,andis ruining e-mail.

This paperfocuseson the computationabpproachto ghting spam,and,moregenerallyto combatingdenial of
serviceattacksjnitiated by Dwork andNaor[13] (alsodiscussedby backBack;see [20,11]). The basicideais:

“If | don't know youandyouwantto sendmeamessagehenyoumustprovethatyou spentsay tenseconds
of CPUtime, justfor meandjustfor thismessageé.

The “proof of effort” is cryptographicin avor; as explainedbelow, it is a moderatelyhardto compute(but very
easyto check)function of the messagethe recipients addressanda few otherparametersDwork and Naor called
sucha function a pricing functionbecausehe proposalis fundamentallyan economicone: machineghat currently
sendhundredof thousand®f spammessagesachday, could, at the 10-secondrice,sendonly eightthousandTo
maintainthe current2-3 billion daily messagethe spammersvould require250,000-375,00hachines.

CPU-boundoricing functionssuffer from a possiblemismatchin processingpeedsamongdifferenttypesof ma-
chines(desktopsss.seners),andin particularbetweerold machinesandthe presumedhew, top of theline, machines
thatcouldbe usedby a high-techspamservice.In orderto remedythesedisparities Burrows proposecdanalternatve
computationabpproach,rst exploredin [8], basedon memorylateng. His creative suggestioris to designa pric-
ing functionrequiringa moderatelylarge numberof scatterednemoryaccessessSincememorylatenciesvary much
lessacrossmachineghando clock speedsmemory-boundunctionsshouldprove more equitablethan CPU-bound
functions.

? Incumbenif the JudithKleemanProfessorialChair Researcisupportedn partby a grantfrom the IsraelScienceFoundation.
Part of this work wasdonewhile visiting Microsoft ResearchSVC.



Our Contributions. In thecurrentpapemwe explore Burrows' suggestionAfter reviewing thecomputationahpproach
(Section?) andformalizingtheproblem(Section3), we notethattheknown time/spacédradeofs for invertingone-way

functions[23, 16] (wherespacenow refersto cache)onstrairthefunctionsproposedn [8] (Sectiord). We proposean

abstracfunction,usingrandomoraclesandgive alower boundontheamortizedcomplexity of computinganaccept-
ableproof of effort (Section5)®. We suggestavery ef cient concretémplementatiorof the abstracfunction,inspired
by theRC4streancipher(Section6). We presentxperimentatesultsshaving thatour concretanemory-boundunc-

tion is only aboutfour timesslower on a 233 MHz settopbox thanon 3.06 GHz workstation,and,interestingly that

speedumf the functionis limited evenif an adwersaryknows the accessequencand usesoptimal off-line cache
replacemen(Section7). Finally, we modify our concreteproposato free the recever from having to make memory
accessesyith the goal of allowing small-memorydevicesto be protectedby our computationahnti-spanprotocol.

2 Review of the Computational Approach

In orderto sendamessagen, softwareoperatingon behalfof thesendeccomputes proofof computationakffort z =

f (m; sender, receiver; date) for amoderatelyhardto compute“pricing” functionf . The messagen is transmitted
togethemith theotherargumentgo f andtheresultingproofof effort z*. Softwareoperatingon behalfof therecever
checkghattheproofof effort hasbeenproperlycomputedamissingproofcanresultin someuserprespeci edaction,
suchasplacingthe messagén a specialfolder, markingit asspam,subjectingt to further Itering, andsoon. Proof
computatiorandveri cation shouldbe performedautomaticallyandin thebackgroundsothatthetypical usere-mail
experiencds unchanged.

Thefunctionf is chosersothat

1. f isnotamenabldo amortizationjn particular computingf (m; sender; Alice; date) doesnothelpin computing
f (m; sender; B ob;date). Thisis key to ghting spam:the function mustbe recomputedor eachrecipient(and
for any otherchangeof parameters).

2. Thereis a“hardness’parameteto varythe costof computingf , allowing it to grow asnecessaryo accommodate
Moore's Law.

3. Thereis animportantdifferencein the costsof computingf andof checkingf : the costof sendinga message
shouldgrow muchmore quickly asa function of the hardnesgparametethanthe costof checkingthata proof
of effort is correct. This allows usto keepveri cation very cheap,ensuringthat the ability to wagea denial
of serviceattackagainsta recever is not exacerbatedy the spam- ghting tool. In addition, if veri cation is
sufciently cheapthenit canbe carriedout by therecever's mail (SMTP)sener.

Remarkl. With theright architecturethecomputationahpproactpermitssingle-passend-and-fagete-mail: To the
sendersingle-passenderand-fogetmeanghatthe standarde-mail experience- including the routing of the e-mail
message- is unchangedthe sendeneedonly composehe messageperformthe computationandmail the results;it
is notnecessaryo have round-tripcommunicatiorwith athird-partysener (whichmayor maynotbeaccessible)i is
notnecessaryo have round-tripcommunicatiorwith therecever or aseneractingontherecever'sbehalf.Whenthe
sendesendghemessageheknowsit will berecevedif therecevercheckshermail (atleast,to theextentthatthisis
known in e-mailtoday).To therecever, single-passend-and-fagetmeanghatoncethemessagéasarrivedthe proof
of effort canbe checledimmediately with alocal computationandthe messageanbe handledaccordingly again
without contactinga senerwhich mayor maynot currentlybeaccessibleandwithout furthercontactwith thesender
Nothing needsto be storedpending(possible)future action on the part of the senderTo the Internet,single-pass
send-and-fggetmeanso additionalload on the system.

In otherwords,single-passend-and-fagetmeanghate-mail, thekiller applicationof the Internet,is minimally
disturbed.

Remarlk2. We brie y remarkon our useof the dateasanargumentto the pricing function. The recever temporarily
storesvalid proofsof effort. The dateis usedto control the amountof storageneededWhena new proof of effort,

3 Noneof [13,20,11,8] obtainsalower bound.

4 Having m asan amgumentto the function introducessomepracticaldif culties in real mail systemsOne caninsteadusethe
following threeamgumentsrecever's e-mail addressdate,anda nonce.However, the intuition is moreclearif we includethe
message.



togethemwith its parameterss receved,one rst checksthedate:if thedateis, say overaweekold, thentheproofis
rejected Otherwisetherecevercheckshesaved proofsof effort to seeif the newly recevedproofis amongthem.If
so,thenthereceverrejectsthe messagasaduplicate Otherwise the proofis checledfor validity.

In[13],f isaforgedsignaturan acarefulwealeningof the Fiat-ShamisignatureschemeBack's proposalcalled
HashCashis basedn nding hashcollisions.It is currentlyusedto controlaccesso bulletin boardq20]; veri cation
is particularlysimplein this scheme.

3 Computational Model and Statementof the Problem

Thefocuson memory-boundunctionsrequiresspeci cationof certaindetailsof acomputationamodelnotcommon
in the theory literature.For example,in real contemporanhardwarethereis (at least)two kinds of space:ordinary
memory(the vastmajority) and cache — a smallamountof storageon the sameintegratedcircuit chip asthe central
processinginit®. Cachecanbe accessedoughly 100timesmorequickly thanordinarymemory sothe computational
modelneedgo differentiateaccordinglyIn addition,whenadesiredvalueis notin cacheg(acachemis9, andanaccess
to memoryis made,a small block of adjacentwords(a cacheline), is broughtinto the cachesimultaneouslySoin
somesensevaluesnearbythe desiredonearebroughtinto cache*for free”. Our modelis anabstractiorthatre ects
theseconsiderationsamongothers.

Whenarguing the securityof a cryptographicschemeone mustspecify two things: the power of the adwersary
andwhatit meansfor the adwersaryto have succeedeéh breakingthe schemeln our casede ning the adwersarys
power is tricky, sincewe have to considemary possiblearchitecturesNeverthelessfor concretenesae assumehe
adwersaryis limited to a “standardarchitecture’asfollows:

1. Thereis alargememory partitionedinto m blocks(alsocalledcachédines)of b bits each;

2. The adwersarys cacheis small comparedo the memory The cachecontainsat mosts (for “space”)words a
cachdine typically containsa smallnumber(for example,16) of words;

3. Although the memoryis large comparedo the cache we assumeahatm is still only polynomialin the largest

feasiblecachesizes;

. Eachword containsw bits (commonlyw = 32);

5. To accessalocationin thememory if acopy is notalreadyin the cache(a cache misg, the contentsof the block
containingthatlocationmustbe broughtinto the cache- a fetdh; sinceevery cachemissresultsin afetch,we use
thesetermsinterchangeably;

6. We chage oneunit for eachfetch of a memoryblock. Thus,if two adjacentblocksare broughtinto cache we
chagetwo units(thereis no discountfor proximity attheblock level).

7. Computatioron datain the cacheis essentiallyffree By not (signi cantly) chagingtheadwersaryfor this compu-
tation,we areincreasinghe power of theadwersary;this strengthenshelower bound.

N

Thus,the challengés to designa pricing functionf asdescribedn Section2, togethemwith algorithmsfor com-
putingandcheckingf , in which the costsof the algorithmsare measuredn termsof memoryfetchesandthe “real”
timeto computef on currentlyavailablehardwareis, say about10 secondgin fact,f maybe parameterizechndthe
parametersunedto obtainawide rangeof targetcomputatiortimes).

The adwersarys goalis to maximizeits productionof (messageproof of computationakffort) pairswhile mini-
mizing thenumberof cachemissesncurred.Theadwersaryis consideredo have wonif it hasa strategyy thatproduces
mary (messageproof) pairswith anamortizechumberof fetcheqpermessagelus proof) whichis substantiallyess
thanthe expectechumberof fetchedor a singlecomputatiorobtainedn theanalysisof thealgorithm.We do not care
if themessagearesensicabr not.

We remarkthat it may be possibleto defeata memory-boundunction with speci ¢ parameterdy building a
special-purposarchitecturesuchasa processowith a huge,fast,on-chipcache However, sincethe computational
approachio ghting spamis essentiallyaneconomioone,it is importantto consideithe costof designingandbuilding
thenew architectureTheseissuesarebeyondthe scopeof this paper

5In fact,therearemultiple levelsof cacheLevel 1 is onthechip.



4 Simple Suggestionsand Small-SpaceCryptanalyses

In thefull papemwe show thatpricing functionsbasecdn the following two problemscanbe computedwith very few
memoryaccessandhencedo not solve our problem:

Meetin theMiddle. Thesendesolvesa partially speci edinstanceof doubleencryption:
Input. Two 64-bit stringsx andy and56 k bitsfor eat of twokeysK ; andK , (k is a hardnesgarameter).
Output.56-bitkeysK ;1 andK » sudhthatEk , (Ek, (X)) = y. Here, E is anykeyedencryptionschemesud asDES.

SubseBum. Thesendesolvesaninstanceof subsesum:
Input. Randonm?k-bit numbesay;:::; angandintegertargetT.
Output.SubseS  f1;:::;2kgsudithat ;,ga = T mod 2.

In theseproceedingsve con ne our attentionto the proposaln [8], describedhext.

Easy-to-Comput&unctions. Thesefunctionsare essentiallyiteratesof a singlebasic“random-looking”function g.
They varyin their choiceof basicfunction. Thebasicfunctionhasthe propertythata singlefunctioninversionis more
expensve thanamemorylook-up.

Letn and” beparameterandletg : f0;1g" ! fO0;1g". Let gy betheidentity functionandfori = 1:::7, let
thefunctiong;(x) = g(gi 1(x)) 1i.

The hopeis that the bestway to resole the challengeis to build a tablefor g * andto work backwardsfromy,
exploringthetreeof pre-image& Sinceforwardcomputatiorof g is assumedo be quiteeasyconstructingheinverse
tableshouldrequireverylittle total time comparedo the memoryaccesseseededo carryoutthe proofof effort.

Thenumberof possiblgoreimagegor anelemenin therangeof g- is fairly large(ontheorderof *). Intuitively, the
sendemustsearchthroughmary of thesepossiblepreimagesn orderto nd onethatyieldsa paththathashego
Thetotal sizeof thetreeof pre-imagess ontheorderof (*2), soin thebestcase(for the memory-boundipproach)
the requirednumberof cachemisseswould alsobe  (*2). In contrastyeri cation would requireno memoryaccess,
and’ forwardcomputation®f g.

Thelimitation of thisapproachs that,sinceg canbecomputedin theforwarddirection)with nomemoryaccesses,
thereis a time/spacdradeof for inverting g in which no memoryaccessesre performed.Generaltime-memory
tradeofs to invert one-way functionswere rst exploredby Hellman[23], andthe approachwasmademorerigorous
by FiatandNaor[16]. Let T bethetime it will take theschemeénvertg, andlet S bethe memoryavailableto carry
outtheinversion.In the settingof memory-boundunctions,the amountof memoryS would bethe sizeof thecache
(we aretrying to prove we don't needto go to mainmemory sowe areinterestedn whatcanbe donewhentheonly
spaceavailablefor the computatioris the cache).

Let cpugy bethe numberof CPU cyclesneededo carry out a forward computatiorof g: thatis, the computation
g(x) requiresatmostcpu, CPUcycles.LetN = 2" bethesizeof thedomainof g. Thetradeof is:

2 _ 2
T S°= O(N“)cpuy

afterpreprocessingwhich is purely CPU-boundy.

For the parameterén [8] we have, roughly, N = S=2, sofor thosefunctionsaninversioncanbe computedwith
aboutfour forward computation®f g, without no memoryfetches.Thus,in orderto make tablelookup “preferable”
to inversionvia thetrade-of, cpu, cannotbetoo small:otherwisejt would befasterto circumwventthe tablelookups,
andresolvingthe computationathallengenvould becomeCPU-bound.

As clock speedséncreaseit will benecessaryo modify g sothatit remainsfasterto invertg via tablelookupsthan
via the time-spacdradeof. Thus,the classof functionsproposedn [8] is ultimately CPU-boundaswell. However,

6 Theroot of thetreeis labelledwith y. A vertex atdistanced 0 from theroot having labelz 2 Range(g: 4) hasonechild
labeledwith eachz®2 g *(z ( d)) 2 Range(g ¢ 1).

’ Thisis thecostof nding asingleinverse Also, theconstructiorin [16] ensureprobabilisticdomaincoverage Theconstruction
is easilymodi ed to enablethe nding of all preimagesandto ensurehatthe domainis completelycovered.



the structureof thesefunctions— the factthatchallengesanbe resohed usingscatterednemoryaccessemsteadof
CPU cycles— dampenghe effect of Moore's Law: the memory-intensie solutionwill requirelessrealtime thanthe
CPU-intenste solutionuntil CPUsbecomevery fast.Until thatpoint, thefunctionsof [8] aremoreegalitarianfor the
senderghanpurely CPU-intensie functions.

Finally, we note (1) veri cation costsrise exponentiallyasthe CPU costof the functioncpuj is alteredto keep
pacewith Moore's Law and(2) the time/spacdradeof in [23,16] is not tight, andarny improvementto the tradeof
will mandateanincreasen cpuy. Indeed arecentresultof Oechslinimprovesthetradeof by afactorof two [31].

Theanalysiof easy-to-computinctionssuggestbasingcomputationathallenge®n functionsthatare(in some
sensehard in bothdirections

5 An Abstract Function and Lower Bound on CacheMisses

In this sectionwe describean “abstract”pricing function and prove a tight lower boundon the numberof memory
accessethat mustbe madein orderto producea messageacceptabldo the recever, in the modelde ned in Sec-
tion 3. The functionis “abstract”in thatit usesidealizedhashfunctions,alsoknown asrandomoracles.A concrete
implementations proposedn Section6.

Meaningof the Model and the Abstraction: Our computationaimodelimplicitly constrainshe adversaryby con-
strainingthearchitectureavailableto theadwersary Our useof randomoraclesfor thelower boundargumentsimilarly
constrainghe adwersary asthereare somethingsit cannotcomputewithout accessinghe oracles.We seetwo ad-
vantagesn suchmodelling: (i) It providesrationaleto the designof algorithmssuchasthoseof Section6, this is
someavhatsimilar to whatLuby andRacloff [26] did for the applicationof FeistelPermutationén thedesignof DES;
(i) If thereis anattackonthesimpli ed instantiatiorof thealgorithmof Section6, thenthe modelprovidesguidelines
for modi cations. Notethatwe assumeéhatthe argumentso therandomoraclemustbein cachen orderto make the
oraclecall.

The inversiontechniquesof [23,16] do not apply to truly randomfunctions,as thesehave large Kolmogoror
compleity (no shortrepresentation)Accordingly, our functioninvolvesalarge xed forevertableT of truly random
w-bit integer$. Thetableshouldbe approximatelytwice aslarge asthe largestexisting cachesandwill dominatethe
spaceneedf our memory-boundunction.

We wantto force thelegitimate senderof a messagéo take arandomwalk “throughT,” thatis, to make a series
of randomaccesse® T, eachsubsequeribcationdeterminedin part,by the contentsof the currentlocation.

Suchawalk is calleda path The algorithmforcesthe senderto explore mary differentpathsuntil a pathwith
certaindesiredcharacteristicss found. We call this a successfupath. Oncea successfupath hasbeenidenti ed,
information enablingthe recever to checkthat a successfupath hasbeenfound is sentalongwith the message.
Veri cation requireswork proportionalto the path length, determinedby a parameter . Eachpath explorationis
calledatrial. The expectednumberof trialsto nd asuccessfupathis 2¢, wheree (for “effort”) is a parameterThe
expectedamountof work performedby the sendeiis proportionalto 2¢ timesthe pathlength.

5.1 Description of the Abstract Algorithm

Thealgorithmusesamodi able arrayA, initialized for eachtrial, of sizejAjw > bbits (recallthatbis the numberof
bits in amemoryblock, or cachdine)®.

Beforewe presentheabstractalgorithm,we introducea few hashfunctionsH ; H1; H2; H3, of varyingdomains
andrangesthat we model as idealizedrandomfunctions (randomoracles).The function Hg is only usedduring
initialization of a path.It takesasinputa messagen, senders name(or address}, recever's name(or addressR,
anddated, togethemwith a trial numberk, andproducesanarrayA. ThefunctionH ; takesanarrayA asinputand
producesanindex c into thetableT. ThefunctionH , takesasinputanarrayA andanelementof T andproducesa
new array which getsassignedo A. Finally, thefunctionH 3 is appliedto anarrayA to producea stringof 4w bits.

8 “Fixedforever” meansx eduntil nev machinesave biggercachesin which casethefunctionmustbe updated.
® Theintuition for requiringjAjw > bis that,sinceA cannott into asinglememoryblock, it is moreexpensve to fetchA into
cachethanit is to fetchanelementof T into cache.



A word on notation:For arraysA andT, we denoteby jAj (respectiely, jTj) thenumberof elementsn thearray
Sinceeachelements aword of w bits, thenumbersof bitsin thesearraysarejAjw and;T jw, respectiely.
Thepathin agenerictrial is givenby:
Initialization:
A = Ho(m; R; S;d; k)

Main Loop: Walk for °~ steps (" is the path length):
c  Hi(A)
A Hz(AT[c])

Success occurs if after = steps the last e bits of Hz(A) are all zero.

Path explorationis repeatedor k = 1; 2;::: until succes®ccurs.Theinformationfor identifying the successfupath
is simplyall ve parameterandthe nal H3(A) obtainedduringthe successfulrial®C.

Veri cation thatthe pathis indeedsuccessfulis trivial: the veri er simply carriesout the explorationof the onepath
andcheckghatsuccesndeedoccurswith the givenparameterandthatthereportedhashvalueH 3(A) is correct.

The connectionto Algorithm MBound, describedin Section6, will be clear: needonly specify the four hash
functions.To keepcomputationcostslow in MBound, we will not invoke full-strength cryptographicfunctionsin
placeof therandomoracles norwill we evenmodify all entriesof arrayA ateachstep.

The size of A alsoneedsconsiderationlf A is too small, say a pointerinto T, thenthe spammercan mount
an attackin which mary differentpaths(trials for eitherthe sameor differentmessagesyanbe exploredat a low
amortizedcost,aswe now informally describe At ary point, the spammeicanhave mary differentA’s (thatis, A's
for differenttrials) in the cache.The spammethenfetchesa memoryblock containingseveral elementsf T, and
adwancesalongeachpathfor which someelementn thegivenmemoryblock wasneededT his allows exploitation of
locality in T. Thus,intuitively, we shouldchoosgA| sufciently largethatit is infeasibleto storemary differentA's
in thecache.

5.2 Lower Bound on CacheMisses

We now provealowerboundontheamortizechumberof blocktransferghatany adwersaryconstrainecgsdescribedn
Section3 mustincurin orderto nd asuccessfupath.Speci cally, we shav thattheamortizedcompleity (measured
in the numberof memoryfetchespermessagedf the abstractlgorithmis asymptoticallytight.

The computatioron eachmessagenustfollow a speci ¢ sequencef oraclecallsin orderto make progressThe
adwersarymaymalke ary oraclecallsit likes;however, to make progresn a pathit mustmake the speci ed calls.By
watcing an executionunfold,we canobservevhenpathsbegin, andwhenthey malke progress.Callsto the oraclethat
male progresgasdeterminedy the history)arecalledprogresscalls.

A pathbgginswhenacall Ho(m; S;R; d; k) is rst made.The pathis completelyidenti ed by the ve parameters
toHy.

Theorem 1. Consideran arbitrarily long but nite executionof the advesary's program— we don't knowwhatthe

programis, onlythattheadvesaryis constainedto usean architecture asdescribedn Sectior3. Underthefollowing

additional conditions,the amortizedcompleity of generting a proof of effort that will be acceptecby a veri er is
(2%):

— jTj 2s(recallthatthecadecontainss wordsof w bits ead)

— jAjw  bs'™® (recallthatbis theblodk sizeg in bits).

- > GjA]j

— Thetotal amountof work by thespamme(measuedin oraclecalls) per successfupathis no more than2°(w) 2¢*
— " is large enoughsothat the spammecannotcall theoracle2 times.

Remarl3. First notethatjA] is takento be muchlargerthanb=w We alreadynotedthatif jAj is very smallthana

seriousattackis possible However, evenif jAj is roughly b=w; it is possibleto attackthe algorithmby storingmary

copiesof T undervariouspermutationsln this casethe adversarycanhopeto concurrentlybe exploring aboutlog s

pathsfor which a singlememoryblock containsthe valuein T neededy all logs paths.Hence|if (for somereason)
it isimportantthatjAj]  O(b=w) we canonly getalowerboundof theform (2%'=logs).

1 Thevalueof H3(A) is addedto preventthe spammefrom simply guessindk, which hasprobability 1=2° of success.



Proof. (of Theoreml) We startwith an easylemmaregardingthe numberof oraclecallsneededo nd asuccessful
path.

Lemma 1. The amortizednumberof calls to H; and H, per proof of effort that will be acceptedby a veri er is
(2%7).

Thefollowing lemmais a completelyelementanpreliminaryusedin our lower boundproof.

Lemma?2. Leth; ::: by beindependentunbiasedandombitsandletk  m. Supposeve havea systenthat, given
a hintoflengthB < k (which maybebasedonthevalueofb; ::: by ), producesa subses ofk indicesanda guessof
thevaluesoff by ji 2 Sg. Thenthe probability that all k guessesire correctis at most28 =2¢, whete the probability
is overtherandomvariablesandthecoin ips of the hint geneation andthe guessingystem.

mentis consistenwith the valuesof the elementsf S is 2 k. Thuson averageeachhint yields the correctanswer
with probability28 k.

We now getto the maincontentof thelower boundandto thekey lemma(Lemma3): We breakthe executioninto
intervalsin which, we argue,the adwersaryis, forcedto learnalarge numberof elementf T. Thatis, therewill bea
large numberof scattereclementof T whichtheadwersarywill needin orderto make progressiuringtheinterval,
andvery little informationabouttheseelementss in the cacheat the startof theinterval®?.

We rst motivateourde nition of aninterval. We wantto think of eachA asincompressiblesinceit is the output
of arandomfunction.However, if, say thisis the beginning of a patheplorationandA = Hg(m; S;R; d; k), thenit
mayrequirelessspacesimplyto list theargumentgo H; sinceour modeldoesnot chage (much)for oraclecalls,the
adwersaryincursno penaltyfor this. For thisreasonwe will focusonthevaluesof A only in thesecondhalf of a path.
RecallthatA is modi ed ateachstepof the Main Loop; intuitively, sincethesemodi cationsrequiremary elements
of T, these"mature” A's cannotbe compressedOur de nition of aninterval will allow usto focuson progresson
pathswith “mature”A's.

Let n = s5Aj; it is helpful to think of n asthe numberof A's that cansimultaneouslyt into cache(assuming
they areincompressible)A progres<all is matue if it is thej th progressall of the path,forj > “=2 (recallthat”
is the lengthof a path).An interval is de ned by xing anarbitrarystartingpointin anexecutionof the adwersarys
algorithm(which mayinvolve thesimultaneougxplorationof mary paths) andrunningthe executionuntil 8n mature
progresalls (spreadover any numberof paths)have beenmadeto oracleH ;.

Lemma 3. The average numberof memoryaccessesnadeduring an intervalis (n), whele the average is taken
overthechoiceof T, theresponsesf therandomoracles,andthe randomchoicesmadeby theadveisary.

It is aneasyconsequencef this lemmathatthe amortizednumberof memoryaccesseto nd asuccessfupath
is (2°7). Thisis truesinceby Lemmal, successequiresanexpected (2¢°) matureprogres<sallsto H,, andthe
numberof intervalsis the total numberof matureprogressallsto H; duringthe execution,divided by 8n, which is

(2°°=n). (Notethatwe have madeno attemptto optimizethe constantsnvolved.)

Proof. (of Lemmas3) Intuitively, the spammers problemis that of asymmetriccommunicatiorcompleity between
memoryandthe cache.Only the cachehasaccesgo the functionsH ; andH, (the algumentsmustbe broughtinto
cachen orderto carryoutthefunctioncalls). Thegoalof the (spammers) cachds to performany8n matureprogress
calls. Sinceby de nition the progresscallsto H 1 arecallsin which the agumentshave not previously beengivento

givenall theinformationcurrentlyin thesystemmemoryandcachecontentsandqueriesnadesofar). Thecachemust
tell the memorywhich blocksareneededor the subsequentall to H,. Let  bethe averagenumberof blockssent
by the main memoryto the cacheduringaninterval, andwe assumedor the sale of contradictionthat = o(n) (the
lemmaassertghat = (n)). We know thatthe cachesendshe memory logm bits to specifythe block numbers
(whichis by assumptiomo(n log m) bits),andgetsin return bbits altogethefrom thememory Thekey to thelemma

1 n fact, our proof will hold evenif the adwersaryis allowed during eachinterval, to rememberfor free” the contentsof all
memorylocationsfetchedduringtheintenal, providedthatat the startof the subsequenntenal the stateis reducedo sw bits
onceagain.



is, intuitively, thattherelatively few possibilitiesin requestindlocksby the cachemply thatmary differentelements
of T indicatedby theindicesreturnedby the 8n maturecallsto H; have to be storedin the samesetof blocks.We
will amguethatthisimpliesthatalargerthans partof T canbereconstructedrom the cachecontentsalone,whichis
acontradictiongiventherandomnessf T.

We now proceedmoreformally. Lemma3 will follow from a sequencef claims.The rst is thattherearemary
entriesof T for which mary possiblevaluesare consistentwith the cachecontentsat the beginning of the interval.
Thatis, T is largely unexploredfrom the caches point of view.

Claim1. Theeexist ; 1=2 sudch that: giventhe cache contentsat the beginningof theinterval, it is expectedhat
there existsa subsebf the entriesof T, called T ©, of sizeat least jTj sud thatfor ead entryi in T thereis a setS;
of 2 W possiblevaluesfor T[i] andall the S;'s are mutuallyconsistentvith the cache contents.

Proof. we wantto apply Sauers Lemmato show that, giventhe cachecontent,at the startof theinterval, thereare
mary wordswith high entropy, i.e., with lots of possibilities.We know thatthe cachesizeis s wordsof width w, or
sw bitstotal. Consideranassignmento T asa binaryvectorof lengthsw.

The expectednumberof assignment$o T consistenwith a given cachecontentis 2071 9% Eachof theseis
describedby a binary vectorof lengthjT jw. Sauers Lemma(describedn Alon and Spencef9]) saysthatin such
a large collection of vectorstheremustbe d vEriabIes(bit positions)that appearin all 2¢ combinationswhered

satis es ("dei")’ 2UTi 9w (more precisely I, Tiw 20Ti $)W ) Thus,if s = jTj=2 thenwe have that

(‘Jﬂ’; 2Tiw=2_ Sjnce (j;j;; (2T"yd we havethatdlog(gj Tjw=d) jTjw=2andd 1=2jTjw. Sofor some
TO0of size1=2 timesjTj therearej T entriesin T wherethe numberof possibilitiesto theentryis atleast2"=2 (i.e.,

1=2). In the sequelwe will concentratesolely on thesejT Y entries.If thereis a matureprogresscall with an
elementamongtheseentries,we call thisanelemento belearned

Fromnow onwe assumehatwe have cachecontentconsistentvith alargenumberof possibilitiesfor T °asin the
claim andusethis cachecon gurationto shaw thatit is possibleto extractmary entriesof T °.

Claim2. If thenumber of memoryaccessess o(n), thenthe numberof differentpathson which a matuie progress
call is madeduring anintervalis at most3n.

Proof. Whena matureprogres<all is madewith avalueA, this A cancomefrom threesources) it wasstoredin
thecacheatthestartof thestartof theinterval; 2) it wasdevelopedfrom apreviouscall to H , wherethevalueof A for
thatcall wasitself storedin thecache;3) it wasdeveloped’from scratch”i.e., all (atleast’=2) pointson the pathare
computedduringtheinterval. Givenanexecutionit is easyto classifyeachprogressall into oneof thesethreetypes.
Considerrst all the callsof types(1) and(2), thatis, callswhereat leastone point on the pathis notaccesseth H ;
in theinterval. Supposdhatthereareat least2n of them,sothatat on atleast2n differentpathscalls of types(1) or
(2) aremade.Let's examinethe rst callsto H; in on all the pathsfor which the precedingecall to H , is not present.
Togetherthe inputsto thesecallsrequireat least2njAjw bits of information.Sincethe cacheholdsonly njAjw bits
andthe A's areincompressibléfrom the randomnessf H>), for thealgorithmto have non-neligible probability of
beingcorrectit mustobtainatleastnjAjw bits from memoryduringtheintenval. SincejAjw > b(wherebis theblock
sizein bits), thismeansatleast (n) memoryaccesseg;ontradictingheassumptiorthat = o(n).

Considemow type (3) progres<alls,i.e., callson pathsthatareexploredfrom scratchduringtheinterval. Sincea
matureprogres<all requireshat =2 callshave beenmadeto H , (in bringingthe pathto maturity),it followsthatthe
valuesstoredin thelocationsof T appearingasargumentdn thesecalls mustbeknown duringtheinterval. However,
we arguedin Claim 1 thatalarge part(in fact, half) of T, calledT?, is missingalmostfully from the cache Suppose
therearen pathsof type (3), requiringtogethern’=2 accessset T. Thereare two possibilities:Either the total
numberof elementf T accesseih thesen'=2 accesse® T exceedgT4=2, or not. If thisnumberexceedgT §=2,
thenwe needto retrieve  (jTYw =2b), whichis greaterthan (n), blocksof memory(by informationtheory).If this
numberis lessthanj T =2, thentheadwersaryhaswitnessedanunlikely event: All theelementsaccesseih thelength
*=2 pre xesof then pathsfall into asetof sizeatmostjTj jTY+ jT4=2 3jTj=4. Fix suchaset.The probability
of this eventis (3=4)" = 2. Thereareat most2 T/ suchsets Supposeghatthe spammehasexaminedz paths Thenthe
probabilitythatin thesez pathsthereis suchann-collectionis multipliedby ’ . Giventhatwe assumedhat?2 is not
afeasiblenumberfor theadwersarywe know that’'n >> jTjandwegetthat 2 2Tl is  (4=3)"=2. Sowith high
probabilitythe spammercannotnd n suchpaths.



Sowe have atmost2n pathsof types(1) and(2) combinedandat mostn pathsof type (3), for atotal of at most
3n paths.

It thereforefollows thatin atypical interval thereareatleast8n  3n = 5n pairsof consecutie matureprogress
callsto H; on a commonpath. Thus,for example,one path may experiencebn + 1 matureprogresscalls, or each
of n pathsmay experienceat least6 matureprogressalls, or somethingn betweenEachsuchpair of callsto H; is
separatedby a call to H, which requireshe contentsof thelocationof T speci edby the rst H; callin thepair. It is
thesenterstitialcallsto H , thatareof interestto us:becaus¢heir precedingcallsto H, rst occurduringtheinterval,
andH is random,it cannotbe known at the startof theinterval which elementsof T will be neededasargumentso
thesecallsto H . Intuitively, theadwersarymustgoto mainmemoryto nd anexpectedjTj s)=Tj > 1=2 of them.

Claim 3. In a typical interval there are at least5n pairs of consecutivenatue progresscalls to H; on a common
path.Thusthere are also5n pairs of callsto H; andthento H, onthe samepath.

callsin theinterval; therearejTj8" suchtuples.Fix all otherrandomchoicesthevalueof T, the previouscallsto H ;
andH, andtherandomtapeof the spammer)The spammess behaior in aninterval is now determinedsolelyby this
8n-tuple. If the spammercandefeatour algorithm,then,for some x ed > 0, the spammercompleteghe interval
retrievingatmost2 blockswith atleast probability, overthechoiceof 8n-tuple.Call thesetuplesthegoodones By
Markov's inequality for at leasthalf of thesegood8n-tuplesthe spammeretrievesatleast blocks.We rst claim
thatin mostof thosetuplesthe spammegoesfrequentlyinto H, with valuesT[i] wherei 2 T°

Claim4. Let T be any subsetof the entriesof T of sizeat least n. Considerthe set of good 8n-tuples over

spammemustusean entryin T for a call to at H, leastn timesduring an interval.

Proof. By de nition, aninterval contains8n matureprogres<allsto H;, andwe arguedin Claim 2 thattheseoccur
in at most3n paths.Whenthe spammercallsH ; andgetsa valuec, thereis probabilityatleast = 1=2 thatthisc

is in T The spammemay decideto pursuethis ¢ (thatis, to try to learnT[c]) in this interval or not. If he decides
notto pursueit, thenthe currentpathwill make no further progressn theinterval. This canhapperat most3n times

(sincethereareat most3n pathsof interest).Thereforejf ( 8n) 3n nthenwe getthatatleastn (notnecessarily
distinct)valuesof T °have to beretrievedfrom mainmemoryduringtheinterval for the subsequentall to H ,.

Claim5. Supposéhat we havesubsetX of sizex of entriesin T. Thenthe probability over H; that a 8n-tuple
containsmore thann=2 entriesin X is at most(28x=jTj)"~2.

Proof. Thisis by simplecomputationfor a x edsetof n=2 entriesout of the 8n this probabilityis (x=jTj)"? and
thereareatmost 2%, 2872 suchsubsets.

Claim 6. Supposghatwehavea collectionof good8n-tuplesandwewantto cover at leastx valuesin T °usingonly
a few membes of the collection,say2x=n (assumehatthe collectionis at leastthatlarge). If thisis impossiblehen
therisasetX  TOCof sizex sud thatevery memberof the collectionhasat leastn=2 entriesin X .

Proof. We prove the contrapositie. If thereis nosetX  TCof sizex suchthatevery memberof the collectionhas
atleastn=2 entriesin X , thenwe canbuild a large coveragein a greedymanneyeachtime addingat leastn=2 new
entriesin T At any point during the procesghe union X of all tupleswe addedshouldbe of sizelessthanx and
hencethereshouldbeatuplein thecollectionwith n=2 entriesin T °but notin X . Soafter2x=n stepswe have covered
x entriesof TC.

Theideafor deriving the contradictiorto thefactthatonly = o(n) blocksarebroughtfrom memaoryto cacheis
thatthereshouldbe mary good8n-tuplesthatsharethe samesetof blocks(thatis, by retrieving onesetof blocksall
elementsappearingn mary good8n-tuplescanbe reconstructedh the cache).In fact, sincethe memorysizeis m,
al= g‘ fraction of themsharethe samesetof blocks(thefactorof 2 comesfrom thede nition of agood8n-tuple).
Considersucha collectionandsupposéhatthereare 2x=n tuplesin this collectionwhoseunion coversx entriesin
TC Thenthe "memory” canusethese2x=n tuplesto transferthe value of x entriesin T° by sendingthe 2 b bits
describingthe contentof the commonblocksandin additionfor eachtuplein the cover:



1. Specifyingthe8n-tuple:thistakes8n logjT] bits.

2. Specifyingwhich callsto H, in the executionhave the correctparametergtheremay be some“bogus” callsto
H, in whichthewrongvaluesfor elementof T areusedasparameters)f theinterval containsz callsto H ; then
thistakeslog n:Z bits whichis O(n log z).

Soaltogetheiit sufces for 2 b+ 16xlogjTj + 2x logz bitsto be sentfrom the memoryto the cacheln return,the

cachdearns w bitsfor eachof x entriesin TC orx w bits altogetherTo derive the contradictionsincew wastaken

to be muchlargerthanlogjTj and2"=? muchlargerthanthe amortizednumberof oraclecalls perinterval, logz is
muchsmallerthanw andwe only have to worry aboutthe2 bterm.
Assumethat 1=20n = s=20jAj and,for simplicity thatm, the memorysizeis jTj? (recallthatin our model

m is polynomialin s, andin ourtheoremiTj = (s)). Setx = 4 b=w Of all goodtuples,pick thelargestcollection

agreeingwvith asetof blocks,i.e., consistingof atleasta 1= ™* fractionof thegoodtuples.We now claim thatthis

collectionhas2x=n 8n-tupleswhoseunionis of sizeatleastx (thiswill besufcient for a contradiction).
Supposehatthisis notthe caseandthe2x=n tuplescoveringx do notexist. Thenaswe have seerabovein Claim

6 thereis asetX of sizex whereeachtuplein thecollectionhasatleastn=2 entriesin X . But we know from Claim 5

thatthefraction(amongall tuples)of sucha collectioncanbeat most(28x=jTj)"=2. Takinginto account (thefaction

of all tuplesthat aregood)we mustcompareg((28x=jTj)"=?)(1=) to 1= ;2 andif the latteris largerwe know that
thecollectionis too largeto be compressethto X . For simplicity take = 1. Indeed

(28X:j-|-j)n:2 B (28X)n:2
T2 T Tn=2 4
2

takinglogswe getthatwe needto compareog 28x and(log T) %~ = (log T)W = (log T)¢. Butsince
X = 4 b=w= 4sb520jAjw) andjAj s'"b=wwe getthatx  1=5s*° andindeed8 + logx is smallerthan
4=5logjTj.

This concludeghe proofsof Lemma3 andTheoreml

6 A ConcreteProposal

In this sectionwe describea concreteimplementatiorof the abstractalgorithm of Section5, which we call Algo-

rithm MBound. As in the abstractalgorithm, our function involvesa large xed forever array T, now of 222 truly

random32-bit integers. In termsof the parametersf Section5, we havejTj = 222 andw = 32. Thisarrayrequires
16 MB anddominateghe spaceneedsof our memory-boundunction, which requireslessthan18 MB total space'®

The algorithmrequiresin additiona x ed-forevertruly randomarrayA, containing256 32-bit words.Ag is usedin

thede nition of Hy. NotethatAg isincompressible.

6.1 Description of MBound

Our proposalasinspiredby the (alleged)RC4 pseudo-randorgenerato(see,e.g., the descriptionsof RC4in [18,
27,29)).

Descriptionof Hg. Recallthatwe have a x ed-foreverarrayAo of 256truly random32-bitwords.At the startof the
kth trial, we computeA = Ho(m; S;R; d;k) by rst computing(usingstrongcryptography)a 256-word maskand
thenXORing Aq togethemwith themask.Hereis onewayto de ne Hy:

1. Let x = h(m; S;R;d;Kk) (j «j = 128), for acryptographicallystronghashfunctionh suchas,say SHA-1.

12 «rix edforever” meansx eduntil nev machinesave biggercachesin which casethefunctionmustbe updated.
13 To sendmail, amachinemustbe ableto handlea programof this size.



2. Let ( ) bethe2'3-bit string obtainedby concatenatinghe 27-bit | with itself 26 timeg“. Treatingthe array
A asa 2'3-bit string (by concatenatings entriesin row-majororder),welet A = Ag ( k). Notethat,unlike
in the caseof RC4,our arrayA is notapermutatiorof elementd 1; 2; : : :; 256g, andits entriesare32 bits, rather
than8 bits.

Weinitialize c, thecurrentlocationin T, to bethelast22 bitsof A (whenA is viewedasabit string).In thesequel,
wheneerwe sayA[i] we meanA[i mod 28]; similarly, by T [c] we meanT [c mod 222].
Thepathin agenerictrial is givenby:

Initialize Indices:
i=0, j=0

Walk for ~ steps (° is the path Ilength):
i=i+1
j =] +Al]

Afi]= Afil+ TIc]
A[i] = RightCyclicShif t(A[i]; 11) (shift forces all 32 bits into play)
Swap(A[i];A[j )
c= T[] A[A[il+ A[]l
Success occurs if the last e bits of h(A) are all 0.
In thelastline, the hashfunctionh canagainbe SHA-1. 1t is appliedto A, treatedasa bit string.
The principal differencewith the RC4 pseudo-randongeneratoris in the useof T: bits from T are fed into
MBound's pseudo-randorgeneratiorprocedurebothin themodi cation of A andin theupdatingof c.
In termsof the abstracfunction,we canteaseour proposabpartto obtain,roughly.

Descriptionof H; (updates, leavesA unchanged). ThefunctionH ; is essentially
i=i+ 1
j =1+ A[l]
v=A[i]+ T[c] (v is a temporary variable)
v = RightCyclicShif t(v;11)
c=T[ A[A[]+ V]

Descriptionof H, (updatesh).
Ali]= Afi]+ T[c]
Alfi] = RightCyclicShif t(A[i]; 11)
Swap(A[i]; Alj )

Descriptionof H3. ThehashfunctionH 3(A) is simply somecryptographicallystronghashfunctionwith 128bits of
output,suchasSHA-1.

Thisall but completeshedescriptiorof Algorithm MBoundandits connectiorto our abstractunction;it remains
to chooseheparameters.

6.2 Parametersfor MBound
We cande ne the computationapuzzlesolved by thesenderasfollows.

Input. A messagen, asendersaliasS, arecever'saliasR, atimet, thetableT andtheauxiliary tableAg.
Output. m; S;R;d;i and suchthatl i 2e andthe ith path (thatis, the pathwith trial numberk = i), is
successfuand is theresultof hashingthe nal valueof A in thesuccessfupath.

14 Thereasorwe concatenatéhe stringin orderto generate (), ratherthangenerate cryptographicallystrongstring of length
213 is to save CPU cycles- this is an operationthatis donemary timesandif eachbit of ( ) is strongit could male the
schemeCPUbound.



If i > 22¢, therecever rejectsthe messagdwith overwhelmingprobability oneof the rst 22¢ trials shouldbe
successful).

To be speci ¢ in the following analysis,we make several assumptionsTheseassumptionsare reasonabldor
currenttechnologyandour analysiss sufciently robustto toleratesubstantiathangesn mary of theseparameters.
Let P bethedesiredexpectedime for computingthe proof of effort andlet bethememorylateng. We assumehat
P is 10 secondsand is :2 microsecondsWe alsoassumehatthe maximumsizeof the fastcacheis 8 MB andthat
cachdines(memoryblocks)are64 byteswide (soblockscontainb = 512bits).

The outputconditionsensurethatfor a randomstartingpoint, the probability of a successfubutputis 1=2€. The
expectednumberof walksto be checledis 2¢. Thereforethe expectedvalueof P is

E[P]= 2°

The costof veri cation by the recever is essentially’ cachemisses by following the right path.(In Section8 we
discusshow to reduceor eliminatethesecachemisses.)

We have not yet setthe valuesfor e and ™. Choosingone of theseparametergorcesthe value of the otherone.
Considerthe choiceof e: one possibility might be to make e very large, andthe pathsshort,say even of length 1.
This would make veri cation extremely cheap However, while the goodsendemwill explore the pathssequentially
a cheatingsendermay try several pathsin parallel, hopingto exploit locality by batchingseveral accesseso T,
onefrom eachof theseparallelexplorations.In addition,A changesslowly, andto getto the point in which mary
“mature” valuesof A cannotbe compressedequiresthat mary entriesof A have beenmodi ed. For our concrete
proposalthereforewelet” = 2048 Then2® = P=" = 10=(2048 2 10 7) 24,414

7 Experimental Results

In this sectionwe describeseveral experimentsaimedat establishingpracticality of our approachand verifying it
experimentally First we compareour memory-boundunction performanceo that of the CPU-intensie HashCash
function [20] on a variety of computerarchitecturesWe con rm that the memory-boundunction performances
signi cantly moreplatform-independentiVe alsomeasurghe solution-to-\eri cation time ratio of our function.Then
we run simulationsshoving how the numberof cachemissesduring the executionof our memory-boundunction
dependson the cachesize and the cachereplacemenstrategyy. We obsene that evenif an adversaryknows future
accesseghis doesnot help muchunlessthe cachesizeis closeto the sizeof T. Finally, we studyhow the running
time depend®nthesizeof thebig arrayT.

7.1 Differ ent Ar chitectures

name class model processoCPUclock oS
P4-3060 |workstatio DELL XW8000 Intel Pentium4 3.06Ghz Linux
P4-2000 |desktop Compagevo W6000 Intel Pentium4 2.0Ghz Windows XP
P3-1200 |laptop DELL LatitudeC610 Intel Pentium3M 1.2Ghz Windows XP
P3-1000 |desktop CompadgDeskProEN Intel Pentium3 1.0Mhz Windows XP
Mac-looq desktop Powver Mac G4 PowverPCG4 1000Mhz OsX
P3-933 |desktop DELL Dimension4100 Intel Pentium3 933Mhz Linux
SUN-900|sener SUN Ultra 60 UlraSRARC lII+ 900Mhz Solaris
SUN-450|sener SUN Ultra 60 UlraSRARC Il 450Mhz Solaris
P2-266 |laptop CompadgArmada7800 Intel Pentium2 266Mhz Windows 98
S-233  |settop GCT-AllWell STB3036NNat. Semi.GeodeGX1 233Mhz Linux

Table 1. ComputationaPlatforms sortedby CPU speed.



machinglL2 cache L2 line memony
P4-3060 256KB 128bytes 4GB
P4-2000 256KB 128bytes512MB
P3-1200 256KB 64 bytes512MB
P3-1000 256KB 64 bytes512MB
P3-933 256KB 64bytes512MB
Mac-1000 256KB 64 bytes512MB
SUN-900 8MB 64bytes 8Gb
SUN-450 8MB 64bytes 1Gb
P2-26q 512KB 32bytes 96 MB
S-233 16KB 16bytes128MB
Table 2. Memoryhierarchy

We conductedtestson a variety of platforms,summarizedn Table 1. Theseplatformsvary from the popular
Pentium3 andPentium4 systemsanda MacintoshG4 to SUN senerswith large cachesWe eventestedour codes
on a settopbox, which is anexampleof alow-power device. The P2-266laptopis anexampleof a“legag/” machine
andis representatie of alow-endmachineamongthosewidely usedfor e-mailtoday(thatis, in 2003).Table 2 gives
sizesof the relevantcomponent®f the memoryhierarchy includingL2 cachesize,L2 cacheline size,andmemory
size.With oneexception,all machineshave two levels of cacheandmemaory The exceptionis the Macintosh,which
hasa 2 MB off-chip L3 cachein additionto the 256 KB on-chipL2 cache.

7.2 Memory- vs. CPU-Bound

machine|HashCash MBound
name time|time sol./\er.
P4-3060 1.001.012.32E4
P4-2000 1.9111.33 1.65E4
P3-1200 2.2111.002.55E4
P3-1000 2.67/1.06 2.48EA4|
Mac-looq 1.861.962.61E4
P3-933 2.151.062.51E4
SUN-900 1.822.242.50E4
SUN-450 5.332.942.02E4
P2-266 10.172.67 1.84E4
S-233 43.204.621.50E4
Table 3. Programtimings. Timesareaveragesver 20 runs,measuredh unitsof the smallestaverage For HashCashthe smallest
averageis 4.44sec.;for MBound, it is 9.15sec.%.

The motivation behindmemory-boundunctionsis that their performances lessdependenbn processospeed
thanis the casefor CPU-boundfunctions.Our rst setof experimentscomparesanimplementatiorof our memory-
boundfunction, MBound to our implementatiorof HashCasH20]. HachCashrepeatediyappends trial numberto
themessagandhashesheresultingstring, until the outputendsin a certainnumberzerobits (22 in ourexperiments).
For MBound, with its slower iterationtime, we setthe requirednumberof zerobitsto 15.

Table3 givesrunningtimesfor HashCastandMBound,normalizedby the fastesmachinetime. Note thatHash-
Cashtimesarecloselycorrelatedvith processospeedRunningtimesfor MBoundshaow lessvariation. Thedifference
betweerthe P2-266laptopandthe fastesmachineusedin our testsfor HashCaslis a factorof 10:17, while the dif-



ferencefor MBound is only a factor of 2:67. The HashCashss. MBound gapis even larger for the S-233settop
box 1%

ModernPentium-basedhachinegperformwell in memory-boundccomputationsThe Macintoshdoesnot do so
well; we believe thatthis is dueto its poorhandlingof thetranslationookaheaduffer (TLB) missesSUN senersdo
poorly in spiteof their large cachesThisis dueto their poorhandlingof TLB missesandthe penaltyfor their ability
of handlelargememories.

7.3 Work Ratio

Recallthatour experimentsequirel5 lastbits of a hashof A to be zerofor the memory-bouncuzzleto be solved.
The expectednumberof pathswe needto try is 2*°. Thisis anupperboundon the work ratio betweerthe solver and
theveri er. However, while for the solver initialization (dominatedoy computinga hashof a string thatdependn
the input messagend customizingentriesof A for the input messageijs well-amortizedover the work involvedin
following the paths for theveri er, who follows only onepath,this work a non-trivial fractionof the runningtime.
Theinitialization overheads a tradeof betweernthe sizeof A, the lengthof the input string,andthe pathlength.
In out experimentsA contain256 words,the pathlengthis equalto 2048 andtheinput string containst4 bytes.The
lastcolumnof Table3 givesthework ratio. Exceptfor the settopbox, thework ratiois greatethan24, which means
thatthe work involvedin following the pathdominatesveri cation. For the settopbox, the ratio is slightly lessthan
24 meaninghatinitialization andpath-following take approximatelyjthe sametime.
Theseexperimentakesultsshav thatour parametechoicesyield areasonablevork ratio.

Hit or Miss. In thefull versionof the paperwe shaw thatif the adwersaryis constrainedo follow the protocol,then
evenoptimal off-line cachereplacementin which the cacheline usedfarthestin the futureis evicted from cache[7],
doesnot signi cantly reducethe adwersarys costs.

8 Freeingthe Recever from AccessingT

Sincethe spam-protectedecever will sometimesactalsoasan e-mail senderhe will have accesdgo thearrayT.
However, we would lik e receving mail not to have to involve accessing atall. For example,onemight wish to be
ableto receive mail on a cell phone.In this sectionwe explore the possibility that the senderaddssomeinformation
to its messagéhatwill permitthereceverto ef ciently verify the proof of effort with noaccesse® T.

HashTrees. A naturalsuggestioris to try Merklehashtreeg[28] (seealso[19, 32]). Considemfull binarytree,where
theleavescorrespondo theentriesof T andthevalueof eachinternalnodeis aanappropriatelystrongone-way hash
of the value of its two children. Assumethe recever knows the value at the root. In orderto prove the correctness
of a value T[c], the senderprovidesthe valuesat the nodeson and adjacentto the path from the root to the leaf
correspondindo T[c]*6. This is repeatedor every entry of T thatis to be veri ed (notethatmary of the root-leaf
pathswill have (relatively short)commonpre xes).

How expensveis this schemeFirst notethatwe canuseuniversalone-way hashfunctions(UOWHFs)[30], since
we only needto ensurethatit is hardto nd secondpreimagesunderthe hashfunctions(this is sufcient because
theentriesin T arenot chosermaliciously;only the falseonesare).For this kind of one-way hashfunctiona smaller
range(smallerthanthe oneneededor collision-intractablehashing)sufces, resultingin a shorterproof. Assuming
arangeof 280 elementsandroot-leafpathlengthlogjTj = 22, this meansroughly22 80 = 1760bits perentry of
T in the successfupath.Sincethe pathlength® is takento beroughly 1,000-2,000this is anadditional200—400KB
per messageThereare several waysto optimizethis approachfor instancewe canassumehatthe recever stores
insteadof just the root all nodesof depth,say 10, i.e., roughly 1; 000 of them. This almostcutsin half the number
of additionalbits to betransmittedUnderthis approachyeri cation requires logjT|j evaluationsof a one-way hash
function.

15 Note that S-233is a special-purposéevice and codeproducedby the C compilermay be poorly optimizedof the processar
This maybeoneof thereasonsvhy this machinewassoslow in ourtests.

16 This is a pathin the Merkle tree,not a pathin the senseof our algorithm;to avoid confusionandemphasizéehe distinctionwe
call theseroot-leafpaths.



Signatue Sthemes.The conceptuallysimplestmethodfor freeingR from accessind is for the creatorof T to sign
all theelementof T (morepreciselythesignaturds onthepair(c; T[c]), to disallow permutingthetable). However,
this requiresoo muchstorageat the senderevenusingthe signatureschemeyielding the shortessignature$10].

CompessedRSASignatues. Herewe usepropertief theRSA schemepreviously exploitedin theliterature[15, 14].
Let (N; €) bethepublic key of an RSA signatureschemechoserby the creatorof T, Let F bea functionmapping
pairs(c; T[c]) into Z, thatis, a mappingfrom 32+ 22 = 54-bit stringsinto Z, . In our analysiswe will modelF
asarandomoracle.Foralll ¢ |Tjletve = F(c;T[c]) andletw, = ve® mod N . Thus,v is a hashof the pair
(c; T[c]) andw is asignatureonthestringve.

The senders protocolcontains,in additionto T, the public modulusN , the descriptionof F, andthew;'s. The
recever'sprotocolusesonly thedescriptiorof F andthe publickey (N ; €), togethemwith a descriptiorof the senders
pathexplorationalgorithm(minusthearrayT itself).

Let the senders successfupathbe the sequence;; c;;::: ¢ of locationsin T. The proof of effort containstwo
parts:

2.w= ",; Wg; modN (aboutl KB).
Note thatthereis no needto includetheindicesc,;:::; ¢ in the rst part,astheseareimplicit from the algorithm.
Similarly, thereis no needto sendthev,'s, sincetheseareimplicit from F andthe (c;; T[c]) pairs.Letty;:::;t- be

the rst partof the proof,andw the secondpart(eacht; is supposedo be T|[c;], but theveri er cannotyetbecertain
thisis thecase) Theproofis checledasfollows.

1. Computev? ;v3,;:::v2 , wherev = F(ci;t;).

2. Checkwhethew® = ;:1 Vg, ) mod N:
The securityof the schemeaestson thefactthatit is possibleto translatea forgedsignatureon
(ci;Tlea); (e Te])
into aninversionof the RSA functionon aspeci ¢ instanceThis is summarizedsfollows:

Theorem2. If F is arandomoracle thenanyadvesaryattemptingto producea setof claimedvalues
Tle]; Tleel i Tle]

that is falseyet acceptableto the receivercan be translatedinto an advesary for breakingRSAwith the samerun
time andprobability of succesgto preserveprobability of successve needthat e bea primelarger than™).

Althoughtransmissiorcostsarelow, the dravbackof the compresse®SA schemas againthe additionalstorage
requirementgor the sendereachw, is atleastl; 000bits (note,however, thattheseextra valuesarenot neededuntil
after a successfupathhasbeenfound). This extra storagerequiremenmmight discouragea userfrom embracingthe
schemeWe addresshis next.

Storage-OptimizedCompessedR SA. We optimizestoragewith thefollowing storage communicatiord computation
tradeof: Think of T asana b matrixwherea b= jTj; theamountof extracommunicatiorwill be a elementof
T. Theamountof extra storagerequiredby the sendewill beb signatures.

togetherasin the compresse®RSA schemeThe communicatiorcostswill thereforebe at mosta elementspneper
row of T. However, aswe will seebelow, there is no needto store the w.'s explicitly. Instead,we can get avay
with storinga relatively small numberof signaturegone per column),from which it will be possibleto ef ciently
reconstructhew, valuesasneeded.

1 Thesigningkey d is avaluablesecret!



Insteadof a single exponente, both sendingand receving programswill containa (common)list of primes
€;€;: 6. Forl i a, & is usedfor verifying elementsof row i of the table. Although we don't needto
storethew, valuesexplicitly, for elements/. appearingn row i we de ne w; = ve™® mod N.

Thecompresse®RSA schemas appliedto the entriesin eachrow independentlyit only remainsto describehow
theneededv, valuesareconstructednthe y .

Theb“signatures” onepercolumn,usedin theS@dinQprogramarecomputed)y thecreatorasfollows. For each
columnl j b thevaluefor columnj isu; = ia=1 Wg, mod N . Here,¢, is theindex of the elementT[i; ],
whenT is viewedasamatrix ratherthanasanarray(thatis, assumingow-majorordes c;;, = (i 1)a+j 1).Thus,
Vg, = T[(i Da+j 1Jandwg, = (v, )1=¢ | Asin BatchRSA[15], onecanef ciently extractary W, fromu;
usingafew multiplicationsandexponentiations.

Seta = 16. Thenumberof databitsin acolumnis 2* 2% = 2°. Thenumberof “signaturebits” is 2'° percolumn.
Thusstoragerequiremenjust morethandoublesyatherthanincreasingoy a factorof 5-10, at the costof sendingl6
elementf Z), (i.e.,, 2KB).

9 Concluding Remarks

We have continuedthe discussionjnitiated in [8], of usingmemory-boundatherthan CPU-boundoricing functions
for computationabpam ghting. We consideredandanalyzedseveral potentialapproachedJsing insightsgainedin
theanalyseswe proposed differentapproactbasecbn truly random,incompressiblefunctions,andobtainedbotha
rigorousanalysisandexperimentakesultssupportingour approach.

From a theoreticalperspectie, however, the work is not complete.First, we have the usualopenquestionthat
ariseswhenerer randomoraclesare employed: cana proof of security(in our case,a lower boundon the average
numberof cachemissesin a path)be obtainedwithout recourseto randomoracles?Second muchmore unusually
canwe prove securitywithout cryptographicassumptions®ote thatwe did not make cryptographicassumptiongn
ouranalysis.

Oneof themoreinterestingchallengesuggestedby this work is to applyresultsfrom complecity theoryin order
to beableto make rigorousstatementaboutproposedschemesOneof the morepromisingdirectionsin recentyears
is thework onlower boundsfor branchingorogramandthe RAM modelby Ajtai s[4,5] andBeameetal [6]. It is not
clearhow to directly apply suchresults.

At rst blushegalitarianismseemdik e a wonderfulpropertyin a pricing function. However, onre ection it may
not be so desirable.Sincethe approachis an economicone it may be counterproductie to designfunctionsthat
canbe computedjust as quickly on extremely cheapprocessorsason supercomputers after all, we aretrying to
force the spammergo expendresourcesandit is the volume of mail sentby the spammerghat shouldmake their
livesintolerablewhile the total computationakffort expendedby ordinary sendergemainsbenign.So perhapdess
egalitarianis better and userswith weakor slow machinesjncluding PDAs and cell phonescould subscribeto a
servicethatdoesthenecessargomputatiorontheirbehalf.In any casesmall-memorymachinecannotbesupported,
sincethe large cachesaresovery large,soin ary realimplementatiorof computationakpam ghting somekind of
computatiorservicemustbe madeavailable.
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